Application Scenarios for
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Application Scenarios



Scenario 1. Authentication

By using the local RADIUS database or an external RADIUS / LDAP
server, wireless devices (i.e., smartphone, tablet, etc) now can be provided
with access to the Internet through Nusoft APs.



1.1 Authorizing Users to Access the Internet through

Nusoft APs

Network Configuration

Set the LAN subnet to 172.19.123.1/16.

Assign 172.19.123.252 to Nusoft Lite APC (hereinafter referred to as
“LAC-100").

Step 1. Connect Nusoft APs and LAC-100 to the same LAN switch. Nusoft APs will
be using the configuration profile on the LAC-100 that is pre-configured.
The SSID by default is “LCA-100". It can be changed as desired by using
the corresponding Modify button. (Figure 1-1)

Default 351D Settings

SSID 1: | LAC-100 x| ssoz| None x|
SSD 3: | None x| sspe&f None =]
ssDS: | None x| sspef None =
ssD7: None x| ssps| None =
oK
M4 ®f1_e [ b [H
SSID Authentication Configuration
LAC-100 Open System Modify
M4 @fi_s [b [H
New Entry

Figure 1-1 The Default SSID That Nusoft APs Use




Step 2. On the menu panel, click AP Controller > Configuration > SSID

Settings and then configure as below: (Figure 1-2)

B Tick the box of “Captive Portal”.
B Click OK to complete the settings.

Modify SSID Settings

551D Visibility | IEnabIed vl
Client Isolation : IDisﬂbIed vl | Help J

Client Limit : I Dizabled v| Max. Clients : |0 (1-64)

Captive Portal ¥ Enabled

NetWork Name(SSID) : ILAD1 oo { Max. 32 characters )

Authentication : I Open System LI

Encryption : I Dizabled vl
Key Type : I HEX VI Key Size : I 64 Bits VI

Key Index : 1= (1-4)
MNetwork Key : | ( Exact 10 characters } r Show Key
Confirm Key : | ( Exact 10 characters

Figure 1-2 Enabling Captive Portal for the SSID

OK

Step 3. The default configuration profile for the APs associated
LAC-100 is shown under AP Controller > Configuration > AP

Profile. (Figure 1-3)

Cancel

with

Modify AP Profile

IP Address : 172.19.123.10

MAC Address 00:03:7F:11:40:24

Name : IDD:DE:?F:11:4D:24 { Max. 32 characters )
SSID 1 | Lac-100 =]

£ Mutiple SSIDs

£ Advanced Settings

Figure 1-3 The Default AP Profile on LAC-100

0K

Cancel




Step 4. Click RADIUS Server > Settings and then configure the RADIUS
Server Settings as below: (Figure 1-4)
B Tick the box of “Enable RADIUS server”.
B The Server Port is defaulted to “1812”.

B Click OK to complete the settings.
RADIUS Server Setting

[+ Enable RADIUS server
Server Port [1812 (1025 - 5535, ex. 1812 )
[~ Enable external LDAP server

External LDAP IP or Hostname : I ( Max. 80 characters }
External LDWAP Port : 329 (1025 - 65535, ex. 389 )

cE
LDAP Base OH - I ( Max. 255 characters, ex.

de=mydomain,dc=com )
LDAP Bind DN : I-jcl:jecttlassﬂj: ( Ma=. 255 characters, ex. (objectClazs=*) )

i I ( Max. 255 characters, ex.
Username :

cn=account,cn=users, dc=mydomain,dc=com }

Password : I ( Max. 20 characters }
[~ Enable RADIUS proxy server

Remote RADIUS IP or Hostname : I

Remote RADIUS Port : [B12 (1025- 65535, ex. 1812)

Remote RADIUS Shared Secret : |

( Max. 80 characters }

( Max. 128 characters )

oK Cancel

Figure 1-4 Enabling RADIUS Server Settings



Step 5. Click RADIUS Server > RADIUS Client and then configure as below:

(Figure 1-5)
B Enter a client name.
[ ]
RADIUS server.
[ ]
[ ]

Specify the client's IP and netmask to allow access to the

Specify the shared secret for connecting to the RADIUS server.
Click OK to complete the settings. (Figure 1-6)

Add RADIUS Client

Name
IP Address :
MNetmask :

Shared Secret :

|client_o4

[172.19.00

f255.255.0.0

|s2266788

Figure 1-5 Adding a RADIUS Client

OK Cancel

Figure 1-6 RADIUS Client Successfully Added

Mame RADIUS Client IP MNetmask Shared Secret Configuration
Client_01 172.19.0.0 255255 0.0 82266789 Modify Remove
MNew Entry




Step 6. Click RADIUS Server > User Account and then configure as below:

(Figure 1-7)

B Enter an account name and a password, respectively. Next,
repeat the password in the Confirm Password field.

B Click OK to complete the settings. (Figure 1-8)

Add User Account

( Max. 20 characters )

( Max. 20 characters )

Account Name : Iken
Password : I-----
Confirm Password : |-----

( Max. 20 characters )

[~ Enable validation period

Valid from |2013 =] /|oa =] /|14 =]
Valid to : |2013 =] /|0 =] /|14 =]
oK Cancel
Figure 1-7 Adding a RADIUS User Accout
TH T4 W/ e [ [TH
Account Name = Valid Date Configuration
ken — Modify Remove |
(M4 W/ e [y [TH
News Entry

Figure 1-8 RADIUS User Account Successfully Added




Step 7. Click AP Controller > Configuration > Authentication and then
configure as below: (Figure 1-9)

Under the Authentication Settings section:

€ Specify a URL to redirect authenticated users.

Under RADIUS Server IP / Shared Secret Settings section:

€ Specify the RADIUS server IP, port number and shared key.
Click OK to complete the settings.



Authentication Settings

Authentication ldle Timeout :|3IJ minute(s) ( Range : 1- 1000 )
Log off users that have logged in for |0 hour(s) { Range : 0 - 24, 0: unlimited }

Post-Authentication Redirect URL : |www.nusuﬂ.cum.tw ( Max. 80 characters )

RADIUS Server IP / Shared Secret Setings

IP Address : |1?2.19.123.252
Port : 1312 (1-65535, ex. 1812 )
Shared Key : |52265?B‘3 ( Max. 20 characters )

Upload an image as the background for the authentication screen: 855 | FiEFRE - Preview
{ Max. file size:1 MB; Resolution : 1022 x 622 pixelz; File types : jpg, jpeq, jpe, gif, bmp, png... )

Mez=sage for authentication users: ( Max. 4095 characters; HTML format supported ) Preview

Message for successful authentications: ( Max. 40596 characters; HTML format supporied } Preview

Message for failed authentications: ( Max. 4096 characters; HTML format supported ) Preview

0K

Figure 1-9 Configuring the Authentication Settings
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Step 8. Enable the Wi-Fi connection on your mobile device to access the
Internet.
B Select the default SSID “LAC-100" (there could be more than
one SSID on your network). (Figure 1-10)
B When seeing the authentication screen upon an attempt to

access the Internet, supply with the following: (Figure 1-11)
€ The RADIUS user credentials from the step 6.
€ Click Login.
B User is redirected to the specified URL after being
authenticated. (Figure 1-12)

10:54 AM
Settings Wi-Fi

ﬁ Airplane Mode () OFF
= wiFi LAG-100 el C on_ @)
@ Bluetooth Off Choose a Network...
— _ v LAC-100 = ©
Do NotDisturb | | OFF

Other... >
@ Notifications
|‘ General Ask to Join Networks ( _ OFF

Known networks will be joined automatically. If no known networks are available, you

W Sounds will have to manually select a network.

w Brightness & Wallpaper
iET_Qi Picture Frame

ﬁ Privacy

(> iCloud
Mail, Contacts, Calendars

Notes

D Reminders
Q Messages

Figure 1-10 Using Mobile Device to Connect to the SSID “LAC-100”
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10:59 AM

4 A & 2 | www.google.com/cgi-binfradius_auth.cgi

[ b4 www.nusoft.com.tw/cgi-bin/radius_auth.cgi +

User Authentication - Login

Username : [ken _]

Password : [ shene ]

Login

Figure 1-11 Supplying the RADIUS User Credentials
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10:55 AM

m O > [www.nusoft.com.tw/us/index.shtml CJ(

NUSOFT - VPN Trunk, Firewall, UTM, Anti-Spam, Anti-Virus, IDP, Multi-} g, QoS,

/@ NUSOFT About Us | Product Info ‘Downloads‘ Tutorials ‘ DAEPMPO ‘ Language

Internet Security Fighter

Nusoft MLS App — Gets your emails ready for... YouTube ( 0

oy NUSOF T

ecurity Fighter

Nusoft MLS app

One Finger tMultiple Gestures
= Easier E/maiﬁébé%s than Ever !

/

NUSOFT MLS
Email Management App

'gpp?y'Web R Tl BEEELNRAETFERMMAL Adobe Flash Player °
aial il F B

= Multi-Homing Gateway
L@ Ensures Intemet access against incidental disconnection, as well as provides SPI firewall protection and complete

network management.
»»»  Click here for scenarios

UTM ( Unified Threat Management ) Firewall
i ' Offers multi-layered network protection and comprehensive application management through its all-in-one design.

»»»  Click here for scenarios

Figure 1-12 Authenticated User Being Redirected to the Specified URL
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Step 9. The log corresponded to the user authentication is generated under
RADIUS Server > Logs. (Figure 1-13)

| 2013-08-14 (1 Record) = |

FRERNEE-2 R
IP Address LaginMame LaginTime Action
172.19.123.10 ken 2013-09-14 13:14:42 Accept
W4 @f1_e [Th [H
Download Clear All

Figure 1-13 The Corresponding Authentication Log
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Scenario 2. AP Group

2.1 Performing Management on a Group of Nusoft

APs

Step 1. All SSIDs created are shown under AP Controller > Configuration >

SSID Settings. (Figure 2-1)

Default SSID Settings

SSID 1: | LAC-100 x| sspz|Lac-100-2 =l
SSID 3: I None ﬂ SSID 4: I Mone :]
ssD ;| None >l ssoe None =l
55D 7: | Mone 3 S5D 8 | MNone 3
0K
T/ s [y [
SSID Authentication Configuration
LAC-100 Open System Modify
LAC-100-2 WPA [ WPA2 Personal Modify
250_sharekey Shared Key Modify Remove |
250_WPA_E WPA | WPA2 Enlerprise Modify Remove |
250_Open Open System Modify Remove |
250_802.1X 802.1X Modify Remove |
250_WPA_P WPA / WPA2 Personal Modify Remove |
T T Wi _e [Ty TH
New Entry

Figure 2-1 The SSIDs Created
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Step 2. Click

AP Controller > Configuration > AP Profile and then

configure as below: (Figure 2-2)

B To modify the name of an AP, click the corresponding Modify
button. (Figure 2-3, 2-4)

Export AP profiles : Export

Import AP profiles BT | FEEEE Import ( Max. file size: 1 MB )
[H T4 Wi e [b (W
Status Name « IP Address » | MAC Address o | SOODECtion Configuration
- Uptime «
53] 00:03:7F:11:40:24 172.19.123.10 00:03:7F:11:40:24 0:35:40 WModify Remove | Reboot Update FW
(52 00:03:7F:11:40:50 172.19.123.41 00:03:7F:11:40:50 0:23:19 Madify Remove | Reboot Update FW

[WTO S e [ TH

Figure 2-2 The APs Currently Associated with LAC-100

Modify AP Profile
P Address : 172.19.123.10
MAC Address 00:03:7F. 114024
Name : IAP_III‘I ( Max. 32 characters )
5SID 1 : | Lac-100 =l
E Mutiple SSIDs
5SID2: | Lac-100-2 =l
85D 3: | None =l
S5ID4: | None =l
SSID5: | None |
SSID6: | None |
5SID7: | None =
5SID8: | None =

B Advanced Settings
Wirelezs Mode :

Channel :

Channel Width :
Extension Channel :
Beacon Interval :
OTIM Interval :

Transmit Poweer :

Ack Timeout :
Short Gl :

Auto Channel Selection

Spanning Tree Protocol

| Mixed 802.11n, 802.11g and 802.11b |

I Enabled 'I

100 ms ( Range : 40 - 3500 )
[ times (Range:1-255)
|E4_u5 (Range:1-372)

oK Cancel

Figure 2-3 The Name of the First AP Successfully Changed to “AP_01"
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Modify AP Profile

P Address : 172.19.123.41

MAC Address 003 7F11:40:50

Name |AP_02 ( Max. 32 characters )
SSID 1 | Lac-100 =]
B Mutiple S5IDs

SSID2: | Lac-100-2 =]
55D 3: | None =
5SID4: | None =
5SID5: | None |
SSID6: | None |
85D 7: | None =l
sSDa: | None =l

B Advanced Settings
Wireless Mode :

Aute Channel Selection

Channel :

Channel Width :
Extension Channel :
Beacon Interval :
DTIM Interval :

Transmit Power :

Spanning Tree Protocol :

Ack Timeout :
Short Gl :

| Mixed 302.11n, 802.11g and 802.11b ¥

100 ms ( Range : 40 - 3500 )
[ times (Range:1-255)
|E4_u5 (Range:1-372)

0K

Figure 2-4 The Name of the Second AP Successfully Changed to “AP_02”
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Step 3. Click AP Controller > Configuration > AP Group and then
configure as below:
B Click Modify corresponding to the “Group_1". (Figure 2-5)
B Enter a group name.
B Add AP group members from the Available Host column to the
Applied Host column. (Figure 2-6)
B Click OK to complete the settings. (Figure 2-7)
Click Config corresponding to the “AP_GROUP_1". (Figure 2-8)
B Assign an SSID (select from the drop-down list) to the
corresponding SSID, i.e., SSID 1, SSID 2, SSID 3, and SSID 4.
B SetWireless Mode to “802.11n only”.
B Set Channel Width to “20 MHZ".
B Click OK to complete the settings. (Figure 2-9)

B Group Name : GROUP_1 m&lﬁ Config Reboot Update FW
B Group Name : GROUP_2 M Confiy Reboot Update FW
B Group Mame : GROUP_3 Modify Config Reboot  Update FW
B Group Name . GROUP_4 Modify Confiy Reboot Update FW
B Group Mame : GROUP_& WModi Config Reboot  Update FW

Figure 2-5 Modifying the Profile of a Group AP

Modify Group
Name : AP GROUP_1 { Max. 20 characters )
Select All Invert All Select All Invert All
====s========== [Available Host] ===============;|
TF11:40:24)
:03:7F:11:40:50)
Add >>
<< Remove
[ | [

OK Cancel

Figure 2-6 Adding the AP Group Members
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|= Group Mame :

AP_GROUP_1(2) Modify Config Reboot Update FW

64 AP_01

(4] ap_02

E Group Mame : GROUP_2 Modi Config Reboot Update FW

B Group Mame : GROUP_3 Modify Confiy Reboot Update FW/

E Group Mame : GROUP_4 Modify Confis Reboot  Update FW

Figure 2-7 AP Group Successfully Created

AP_GROUP_1(2)

Modify CDFFflg Rel Update FWW

|= Group Mame :
1 AP_D

3 AP_02 ‘rj

E Group Mame : GROUP_2 Modi Config Reboot Update FW

B Group Mame : GROUP_3 Modify Confiy Reboot Update FW/

E Group Mame : GROUP_4 Modify Confis Reboot  Update FW

Figure 2-8 Configuring the Profile of a Group AP

Modify AP Group Profile
Name : AP_GROUP_1
SSID1: | Lac-100 ~|
£ Mutiple SSDs
SSD2: | 250_sharekey =]
SSD3: | 250_WPA_E ~|
SSD4: | 250_wWPA_P =]
SSDS: I None ;I
SSD6: | None =l
SSD7: I None 3
SSD8: I Noe ;I
B Advanced Settings
Wireless Mode : | 802.11n only |
Auto Channel Selection : m
Channel : I-m
Channel Width : m

Extension Channel :
Beacon Interval :

DTIM Interval :

Transmit Power :
Spanning Tree Protocol :
Ack Timeout :

Short Gl :

[too ms (Range:40-3500)
|1_t'mes (Range : 1-255)
[100% =]

[Dssabea ~]

[64_03 (Range:1-372)
[Disabied =]

oK

Figure 2-9 The Profile of a Group AP Successfully Changed
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Step 4. Click AP Controller > Configuration > AP Profile and then
configure as below:

B Click Modify to view the changes applied to the corresponding

group members. (Figure 2-10, 2-11)

Extension Channel :
Beacon Interval :
DTiM interval :
Transmit Power :

Ack Timeout :
Short Gl :

Spanning Tree Protocol :

Modify AP Profile
IP Address : 172.19.123.10
MAC Address : 00:03:7F:11:40:24
Name : |ap_ot { Max. 32 characters )
SSD1: | Lac-100 |
&l Mutiple SSDs
SSID2: | 250_sharekey =
SSD3: | 250_wPA_E =l
SSD4: | 250_wPA_P ~|
SSDS: [ ; None [~
SSD6: | = None =l
SSIDT: I None ll
SSD8: | None =l
Bl Advanced Seltings
Wireless Mode : | 802.11n only |
Auto Channel Selection : [Enabled +]
Channel : Im
Channel Width : EIITE |

[1o0 ms (Range:40-3500)
I1_t'mes (Range : 1-255)
IB-S_us (Range:1-372)

Figure 2-10 Changes Successfully Applied to “AP_01"
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Modify AP Profile

IP Address : 17219123.41

MAC Address : 00:03:7F:11:40:50

Name : ]AP_ﬂz ( Max. 32 characters )
SSD1: | Lac-100 |
&= Mutiple SSDs

SSD2: 250_sharekey |
SSD3: 250_WPA_E =
SSID4: ] 250_WPA_P ;|
SSIDS: | None =l
SSD6: ] None ;I
SSIDT: None _'l_']
SSD8: None EI
B Advanced Settings

Wireless Mode : 802.11n only =|

Auto Channel Selection : m

Channel : m

Channel Width : m

Extension Channel : Im

Beacon Interval : Wms ( Range : 40 - 3500 )

DTIM Interval - [T times (Range:1-255)

Transmit Power : |1u-ua(. vl

Spanning Tree Protocol : Im

Ack Timeout [64 us (Range:1-372)

Short GI- [Disabiea =]

OK

Figure 2-11 Changes Successfully Applied to “AP_02”
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Scenario 3. E-Map

3.1 Placing Nusoft APs on a Floor Map

Preparations
Use Nusoft APs to build a wireless LAN.

Step 1. On the menu panel, click AP Controller > Configuration > SSID
Settings and then configure as below: (Figure 3-1)

Default SSID Setlings

SSID 1: | Nusoft_Guest x| 552 | NuSoft_Employee =]
sSD 3: | None x|l ssp« Mone =l
sSDS: | None x| sspe| None =l
SSDT: | None x| sspa| None x|
oK
W[4 [l s [ [H
SSID Authentication Configuration
Nuzsoft_Guest Open System Modify
NuSoft_Employee WPA / WPA2 Perzonal Modify
W [W/fi_cal » [P
New Entry

Figure 3-1 SSIDs Successfully Created
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Step 2. Click AP Controller > Configuration > AP Profile and then
configure as below:
B To modify the name of an AP, click the corresponding Modify
button. (Figure 3-2, 3-3, 3-4)

Modify AP Profile

IP Address : 172.19.200.210

MAC Address : 00:11:A3:1C0B:85

Name : |Big_Conleler:r.e_Room { Max. 32 characters }
Latitude - [oooo00a | (optional)

Longitude : IW { Optional )

PoE Passthrough : Im

24G:

SSID 1 | Musoft_Guest =]
& Mutiple S5IDs

SSID2: | HuSoft_Employee |
SSD3: | None =l
SSID 4 : | None x|
SSID5 | None |
SSID6: | None x|
55D 7 None x|
55D 8: Nane |

£ Advanced Settings

Figure 3-2 The First AP Specified with a Name that Indicates Its Location

Modify AP Profile

IP Address : 172.19.200.211

MAC Address : 00:11:A3:1C:0B:38

Name : |SmaII_Cnnf&rent:e_Rnum { Max. 32 characters }
Latitude - [0.000000 | (Optional )

Longitude : IW { Optional )

24G:

SSID 1 : | Nusoft_Guest =]
E Mutiple 53D

SSID2: | NuSoft_Employes =]
SSID3: | None =l
sSD4: | None =l
SSID5 | None x|
SSID6: | None x|
SSID7: | None =l
SSD8: | None =l

1 Advanced Seftings

Figure 3-3 The Second AP Specified with a Name that Indicates Its Location
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Export AP profiles :

Export

Import AP profiles R - I FEFEE Import ( Max. file size: 1 MB }
W4 Wi e [P TH
Status Name = IP Address = MAC Address = M Configuration
r Uptime
((-rﬂ Big_Conference_Room 172.19.200.210 00:11:A3:1C:0B:85 0:08:27 Wodify Remove | Reboot | . Update FW__ |
((-rﬂ Small_Conference_Room 172.19.200.211 00:11:A3:1C:0B:88 0:07:28 Wodify Remove | Reboot | .. \pdate FW_ |
M m/1 e [» W

Figure 3-4 The Location of Each AP Successfully Changed
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Step 3. Click AP Controller > Configuration > E-Map and then configure as
below:
B Enter a map name. (Figure 3-5)
B Select “Custom” for the location method.
B Click Browse to load your floor plan.
B Click OK to starting loading. (Figure 3-6)
B Drag Nusoft APs one by one to the floor plan. (Figure 3-7)
B Click OK to complete the settings. (Figure 3-8)
Add E-Map
Name : |Cunference_RuUm { Max. 64 characters )
Located by : * Custom (‘GnngIeMaps
Upload E-Map A - |01ﬁce_FInur_PIan.jpg
oK Cancel
Figure 3-5 Loading a Floor Plan
Maodify E-Map
MName : ICUnference_RuUm { Max. 64 characters }
Upload E-Map I I%ﬁﬁﬁ‘¥°
Big_Conf e_Room b 4
MAC Address [00:11:A3:1C:08:85
IP Address 172.10.200210 | |AIAPS j'
Users
Connection Uptime| OJ:L\D\ 48 ~
&
Small Conference Room ﬁ
Small_Conference_Room X
MAC Address [00:11:A2:1C:08:88
IP Address 172.18.200.211
Research & Development
Department
Sales & Marketing
Department
Testing Department Big Conference Room

Figure 3-6 Floor Plan Successfully Loaded
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Modify E-Map
Name :
Upload E-Map

|Conference_Room

o5 I FIEEEE -

{ Max. 64 characters )

AP Group : I All APs 'I

@)
)
Small Conference Room @ﬂ:))
o)
Big_Conference_Room X ‘(( ES >/
Research & Development WA R
Department Users 0
Connection Uptime| 02:01:48
Sales & Marketing
Department
Small_Conference_Room X
MAC Address |00:11:A3:1C:08:88
IP Address 172.10.200.211
Users o
Connection Uptime| 01:48:42 )
"((!.3*;:»
Testing Department Big Conference Room
oK Cancel
Figure 3-7 Nusoft APs Placed on the Floor Plan
M4 mii_e [P W
Name Type Configuration
Conference_Room Custom Modify Remove |
W@/l _e [0 W

New Entry

Figure 3-8 An E-Map Succussfully Created
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Step 4. To view the location of an AP, click on the name of the AP under AP
Controller > Configuration > AP Profile. (Figure 3-9, 3-10)

Export AP profiles : Export

Import AP profiles : I Browse... Import ( Max. file size: 1 MB )
[T/ e >
Status ~ Name « |P Address MAC Address = % | Configuration
(9 8 il  hitp://172.19.20.11/c gi-bin/ap_emap cgi?q=4&sn=1 EMULTI_LANG=c} = 51| Remove |  Reboot | Update FW. |
¢ Small Cnn{er&?m Room | @ hitp:#/172.19.20.1 1 ogi-biniap_emap ceity=4&un=1 &MULTI_LANG=ch i~ | Remove | Reboot_| . Update FW(_|
[ 0 A N D
(@)
A
Big Conference Room
.- I
Figure 3-9 The Location of the First AP
Export AP profiles : Export
Import AP profiles : I Browse... Import ( Max. file size: 1 MB )
[T/ e >
Connection -
Name « |P Address MAC Address = Unhie | Configuration
[ERT TN VL £ hitp://172.19.20.11/cgi-binfap_emap cgi%q=4&sn=1 SMULTI LANG=H =io] 51| Remove |  Reboot | Update FW |
@ hitp:#/172.19.20.11/cgi-bin/ap_emap c2i%y=4&en=1&MULTI_LANG=ch ﬁi | Remove | Reboot | . Update FW, |
[ 0 A N D

Conference_Room

Small Conference Room

« R‘))

ent

Sales & Marketing
Department

Figure 3-10 The Location of the Second
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3.2 Placing Nusoft APs on the Google Maps

Preparations

Use Nusoft APs to build a wireless LAN.

Step 1. On the menu panel, click AP Controller > Configuration > SSID
Settings and then configure as below: (Figure 3-11)

Default SSID Setlings

SSID 1: | Nusoft_Guest x| 552 | NuSoft_Employee =]
sSD 3: | None x|l ssp« Mone =l
sSDS: | None x| sspe| None =l
SSDT: | None x| sspa| None x|
oK
W[4 [l s [ [H
SSID Authentication Configuration
Nuzsoft_Guest Open System Modify
NuSoft_Employee WPA / WPA2 Perzonal Modify
W [W/fi_cal » [P
New Entry

Figure 3-11 SSIDs Successfully Created
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Step 2. Click AP Controller > Configuration > AP Profile and then
configure as below:
B To modify the name of an AP, click the corresponding Modify
button. (Figure 3-12, 3-13, 3-14)

Modify AP Profile
IP Address : 192.168.1.10
MAC Address : 00:11:A3:1C:0B:85
Name : IAP_Headquaner ( Max. 32 characters )

Latitude : I0.00UODO ( Optional )
Longitude : IU.OODDOO ( Optional )

24G:
SSD1: | Nusoft_Guest ;]
& Mutiple SSIDs
SSh2: I NuSoft_Employee EI
SSID3: [ None =l
SSID 4: | None =l
SSIDS: I None ;]
SSID6: | None _vJ
SSID7: | None |
SSID8: | None =]
£33 Advanced Settings
0K Cancel
Figure 3-12 The First AP Specified with a Name that Indicates Its Location
Modify AP Profile
IP Address : 211222222
MAC Address : 00:11:A3:1C:0B:88
Name : |AP_Branch ( Max. 32 characters )
Latitude : W ( Optional )
Longitude : 0.000000 ( Opticnal )
24G:
SSID1 | Nusoft_Guest =l
& Mutiple SSIDs
SSID2: | NuSoft_Employee |
SSID3: | None =]
SSID4: | None |
SSDS: | None |
SSID6: | None =l
SSID7: | None =l
SSID8: I None L]
£ Advanced Settings

oK Cancel

Figure 3-13 The Second AP Specified with a Name that Indicates Its Location
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Export AP profiles : Export
Import AP profiles R - I FEFEE Import ( Max. file size: 1 MB }

[H T4 Wi e B M
Status Name IP Address a MAC Address = M Configuration
- Uptime =
(82 AP_Headquarter 192.168.1.10 00:11:A3:1C:08:85 0:03:43 Modify Remove | Reboot Update FW¥
53] AP_Branch 211222222 00:11:A3:1C:08:88 0:04:29 Modify Remove | Reboot Update FW
W€ M1 e [y W

Figure 3-14 The Location of Each AP Successfully Changed
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Step 3. Click AP Controller > Configuration > E-Map and then configure as

Add E-Map
Name :

Located by :

below:

Click New Entry. (Figure 3-15)

Enter a map name.

Select “Google Maps” for the location method.

Click OK. (Figure 3-16)

Select a Nusoft AP and then configure the AP Location Settings
as below: (Figure 3-17)

€ Select “Postal address” for Type.

€ Specify the postal address where the AP is installed.

€ Click OK. (Figure 3-18)

Click OK again.

Click New Entry again. (Figure 3-19)

Enter a map name.

Select “Google Maps” for the location method.

Click OK. (Figure 3-20)

Select another Nusoft AP and then configure the AP Location
Settings as below: (Figure 3-21)

€ Select “Postal address” for Type.

€ Specify the postal address where the AP is installed.

& Click OK. (Figure 3-22)

Click OK to complete the settings. (Figure 3-23)

INusUﬂ_Headquarter ( Max. 84 characters }

s Custom o Google Maps

0K Cancel

Figure 3-15 Loading the Google Maps
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AP_Headquarter X

:11:A3:1 :

s2esii0 | |AIAPs ¥

@6)

@

Figure 3-16 Selecting an AP to be Placed on the Google Maps

Type - " Longitude and latitude ™ Postal address
Postal address :  [BfALAChFIED FRSS805E4RZ1

. RemoveFromMap = Ok Cancel

Figure 3-17 Specifying the Location of the Selected AP
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{ Max. 64 characters )

b Group [P

Ax

G

|| | .I .i:_.a
L —

| T/ o Fad
&Eﬁmmemgle.mw-mﬁix

.. OK . Cancel

Figure 3-18 An Nusoft AP Placed on the Google Maps

Name : Nusoft_Branch { Max. 64 characters }

Located by :  custom  Google Maps

Figure 3-19 Loading the Google Maps

MName : Nuseft_Branch { Max. 64 characters )

b Group [P

M

Figure 3-20 Selecting Another AP to be Placed on the Google Maps
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AP Location Settings

Type :

. Longitude and latitude
Postal address :

& Postal address

[#f AL B RS B803E 348 7 1

Remove From Map

oK Cancel

Figure 3-21 Specifying the Location of the Selected AP

Modify E-Map

Name : |Nusuﬂ_Eran ch

{ Max. 64 characters )

AP Group : | All APs Vl
e = 4] 0 -
___ AHMENE & g
VAN PR 5 & A
UI = SN S Yy, #
6% s ‘?Xﬁ.‘hﬁ%é’ﬁa {ﬁ AP_Branch =EE %9@ 9,55
< MAC Address  00:11:A3:1C:0B:88 8 & & 4
: 0 P Address | 21122222 Z &
o b Users 0 @é} "%1
8 W Connection Uptime 01:14:39 2
8 i Sf: b g »
s B
L) EREET
5 6w L
g & B AL % S
€ 1 EfamiE B
il %F Efmin '# @
7 v o]
7 ‘%‘; éﬁ%}g
21LpE466 & &® (0 ]
] e o
—_— 3 DY xEnas |
vt o= £ hvi=1:3] =
1 5 ¥ %
100 43R 7 —eaul
Cion UG |—|—|A 63 L64] #*EEFEO2012 Google. Kingway - & a'ﬁﬁjl
oK Cancel
Figure 3-22 Another Nusoft AP Placed on the Google Maps
W [l s [[p [
MName Type Configuration
Nusoft_Headquarter Google Maps Modify Remowve: |
Nusoft_Branch Google Maps Modify Remove: |
M [l g [ [H

hew Entry

Figure 3-23 An E-Map Succussfully Created
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Step 4. To view the location of an AP, click on the name of the AP under AP

Controller > Configuration > AP Profile; to view the configuration
profile of an AP, click the corresponding Modify button. (Figure 3-24,

3-25, 3-26, 3-27)

Export AP profiles :  Export
Import AP profiles : |5 | FEFEE - Import ( Max. file size: 1 MB )
Connection
Stalus - 1P Address = MAC Address . TS
Status Name ! e e | Uptime »
t9) UL ECLLTEL S 65 hitp:#/172.19.20.11/cgi-bin/ap_emap.cgiZq=4&sn=12MULTI LANG: =101 x|
@ AP dnch [ hitp//172.19.20 1 1/ceibinfap_swmap cgity=4dsn=1 &MULTI_LANG=ch ]
Nusoft_Headquarter
S Xaa. ) = b2 o =]

i & 2

N 1 P
(¢ N ,gg AP_Headquarter % \\
N d 6| | MAC Address  00:11:A3:1C:0B:85 ///w
3 <
s IP Address 192.168.1.10 :
'1 * Users 0 @_///
Connection Uptime 01:23:30 K 2 )
% I!
LR
& \% EN 4
/ mamy SO0 & 2y &
N Y A | 50030 ©_ | PR - ZFFO2013 Google, Kifigway - (1St
Figure 3-24 The Location of the First AP
Export AP profiles : Export

Import AP profiles : ilEi 7;E§§Eﬁ‘¥ ° Import ( Max. file size: 1 MB )
Status Name o IP Address = MAC Address | %’-‘ﬁﬁ—iﬂ
€39) PN Eal 45 hitp:/7172.19 .20.11/cgi-binfap_emap.cgi?q—4&sn=1&MULTI LANG= P sl
€ AP Branch  [@ hitp:#/172.19.20.11/cgi-binfap_emap cgity=4&sn=1 &MULTI_LANG=ch (=]
{m . &
Nusoft_Branch
A3 ﬁa & w
o 25
@/ M\ FA
< 2 |
3 v | AP_Branch
+ ¥ MAC Address 00:11:A3:1C:0B:88
E 643 ‘ IP Address 211.22.22.22
Users 0
a ‘ Connection Uptime 01:23:58
|
W |
- .
%, @ % pil
t % ¥ 2%
o C2002R 8 % &
J””f»_’ﬁ— |g%_l o I3 #=¥e0013 Google, Kingway - atear [K

Figure 3-25 The Location of the Second AP
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Modify AP Profile

IP Address :

MAC Address :
Name :

Latitude :
Longitude :

PoE Passthrough :

192.168.1.10
00:11:A3:1C:0B:85

IAP_Headquarter
25.006685 ( Optional )
121.483955

I Dizabled - I

{ Max. 32 characters }

{ Cptional )

240G
SSID 1 | Musoft_Guest x|
B Mutiple SSIDs
SSID 2 I Nusofi_Employee LI
SSID3: | None =]
55D 4 : None x|
55ID5: Nane =]
SSD6: | None =l
SSD7: | None =l
SSID8: | None x|
[ Advanced Settings
OK Cancel
Figure 3-26 The Configuration Profile of the First AP
Modify AP Profile
IP Address : 21120900
MAC Address : 00:11:A3:1C:0B:88
Name : IAP_Branch { Max. 32 characters }
Latitude : 25.0603583 ( Cptional )
Longitude : 121.647072 { Cptional )
PoE Passthrough : Im
240G
SSID 1 | Musoft_Guest x|
B Mutiple SSIDs
SSID 2 I Nusofi_Employee LI
SSID3: | None =]
55D 4 : None x|
55ID5: Nane =]
SSD6: | None =l
SSD7: | None =l
SSID8: | None x|
[ Advanced Settings
OK Cancel

Figure 3-27 The Configuration Profile of the Second AP
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Scenario 4. Wi-Fi Billing

4.1 Wi-Fi Billing Applications

No. Application Page

4.1.1 [Billing Wi-Fi Service Using an SSID — Emailed Package Vouchers | 38

4.1.2 |Billing Wi-Fi Service Using an SSID — Printed Package Vouchers | 46
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4.1.1 Billing Wi-Fi Service Using an SSID — Emailed Package

Vouchers

Network Configuration

Use Nusoft APs to build a wireless LAN.

Assign the SSID“Nusoft_Guest” for guest access.

Assign the SSID“Nusoft_ Employee” for employee access.

Step 1. Under System > Configuration > Settings, enable and configure
Email Notification Settings.
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Step 2. Click Wi-Fi Billing > Configuration > Packages and then configure
as below: (Figure 4-1)

Specify the package name, pricing, and quantity.

Select the type and length of passcode.

Type the remarks.

Select “Recurring” for Type of Production.

Select “Daily” for Frequency.

Enter the valid time and email notification address.

Click OK to complete the settings. (Figure 4-2)

Click the corresponding Details button.

Select “Printable” and then click Download to obtain package
vouchers. (Figure 4-3, 4-4)

Package vouchers will also be sent to the designated recipient
on the scheduled time. (Figure 4-5)

Add Package

Package Name :
Pricing :

Quantity :
Passcode Type :
Passcode Length :

Remarks :

( Max. 1024 characters )

I1Day-WrF|—Pass ( Max. 20 characters )
[10.00 [ usD (u.s. Dotar) =l
|10—

[F =]

wwwww Welcome to Nusoft #www«

Biling Rules
Package Type :

Frequency
Vaikd Time:

Email Notification

Type of Production :

Unlimied

C One-Tme © Recurring
@ Daily c Weekly c Monthly ( Passcode is automatically renewed at 24.00 hours dally. )
[1 day(s) [0 hour(s) [0  minute(s)

|regg-e@nusoﬂ com.tw ( Max. 80 characters, No notification will be sent if left blank. )

Figure 4-1 Configuring the Wi-Fi Billing Settings

Package Name

Pricing Quantity | Passcode Length Package Type Configuration

1Day-WiFi-Pass

10.00 USD 10 6 Unlimited Details | Remove

New Entry

Figure 4-2 Wi-Fi Billing Package Successfully Created
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Back

Package Mame :
Pricing :

Quantity :
Passcode Type :
Passcode Length :

1Day-WiFi-Pass
10.00 USD

10
Alphanumerics
L]

#x&%% Pelcome to Nusoft ****=*

Email Notification :

Remarks :

Biling Rules

Package Type : Unlimited

Frequency : Daity

“alid Time : 1 day(s) 0 hour(s) 0 min{s)

reggie@nuso ft.com.bw

& printable C csv Downioad
Passcode Status Created Time First Login Last Login

4bTy4a O 2013-11-15 17:57:00 — —
3b311s O 2013-11-15 17:57:00 — —
B47a6n O 2013-11-15 17:57:00 — —
281e15 9] 2013-11-15 17:57:00 — —
697p33 O 2013-11-15 17:57:00 = —
587464 O 2013-11-15 17:57:00 — —
3p2b29 9] 2013-11-15 17:57:00 — —
Sf2tek O 2013-11-15 17:57:00 — —
8p5est O 2013-11-15 17:57:00 — —
551w3p O 2013-11-15 17:57:00 — —

Back

Figure 4-3 Viewing the Billing Details & Downloading the Printable Package Vouchers
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Passcode : | 4bTvda

Passcode : | 3b811s

Passcode : | 347abn

Passcode : | 281213

10.00 USD

Pricing :

10.00 USD

Pricing :

10.00 USD

Pricing :

10.00 UsSD

Pricing :

Activated Time :
2013/11/15 00:00:00

Activated Time :
2013/11/15 00:00:00

Activated Time :
2013/11/15 00:00:00

Activated Time :
201311415 00:00:00

Deactivated Time :

2013/11/15 23:39:39

Deactivated Time :

2013/11/15 23:59:59

Deactivated Time :
2013/11/15 23:39:59

Deactivated Time :

2013/11/15 23:39:39

Remarks :

22 Welcome to Nusoft **+++

Remarks :

**222 Welcome to Nusoft *****

Remarks :

**222 Welcome to Nusoft **+**

Remarks :

**222 Welcome to Nusoft *****

Passcode : | 607p33

Passcode : | 587464

Passcode : | 3p2b20

Passcode : | 3228k

10.00 USD

Pricing :

10.00 USD

Pricing :

10.00 USD

Pricing :

10.00 USD

Pricing :

Activated Time :
2013/11/15 00:00:00

Activated Time :
2013/11/15 00:00:00

Activated Time :
2013/11/15 00:00:00

Activated Time :
2013/11/15 00:00:00

Deactivated Time :
2013/11/15 25:59:39

Deactivated Time :
2013/11/15 23:3%:59

Deactivated Time :
2013/11/15 23:3¢:5¢

Deactivated Time :
2013/11/15 23:39:39

Remarks :

#2322 Welcome to Nusoft *#***

Remarks :

#*#2% Welcome to Nusoft *#%=*

Remarks :

#2222 Welcomea to Nusoft *#%**

Remarks :
###%% Walcome to Nusoft *#%%

Passcode : | 3pJedf

Passcode : | 331wip

10,00 USD

Pricing :

10.00 USD

Pricing :

Activated Time :
2013/11/15 00:00:00

Activated Time :
2013/11/15 00:00:00

Deactivated Time :
2013/11/15 25:59:39

Deactivated Time :
2015/11/15 23:3%:59

Remarks :

*#x3% Welcome to Nusoft *****

Remarks :

=232 Welcome to Nuseft ****=

Figure 4-4 The Printable Wi-Fi Billing Package Vouchers
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M Nusoft System Co.(LAC) Daily Passcode Generation Notification - Unicod =101 x|

BRXe®4d -~
Nusoft System Co.(LAC) Daily Passcode Generation Notification

AAE D14 /1A

From: root@nusoft.com.tw (root@nusoft.com.tw) Add contact 2013/11/12 PMO08:01

To: josh@nusoft.com.tw;

/Q, passcode.htm igl :
, passcode.csv
e i]

Figure 4-5 Receiving a Wi-Fi Billing Package Vouchers

m Note:

1. Ifthe Type of Production is set to “Recurring”, then:
B Monthly: Passcodes are automatically renewed at 24:00 hours on the 1st day of

each month.
B Weekly: Passcodes are automatically renewed at 24:00 hours on Sundays.

B Daily: Passcodes are automatically renewed at 24:00 hours daily.
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Step 3. Click AP Controller > Configuration > SSID Settings and then
configure as below: (Figure 4-6)
B Click the Modify button corresponded to the SSID
“‘Nusoft_Guest”.
B Enable the Wi-Fi Billing.
B Click OK to complete the settings.

Modify S5ID Settings

NetWork Name(SSID) INusuﬂ_Guest ( Max. 32 characters }
SSID Visibility |7 Enabled

Client Isolation - I Enables (SHGERES)

Client Limit : r Enabled Max. Clients : |0 (1-54)

Captive Portal : I Enabled

Wi-Fi Billing : |7 Enabled

WLAN ID - ™ Enabled VLAN ID:IG { Range : 0 - 4095 )
Authentication : I COpen System ;I

Encryption : I Disabled vl
Key Type : I HEX 'I Key Size :I 64 Bitz vl

Key Index : N (1-4)
Network Key : I ( Exact 10 characters } r Show Key
Confirm Key : I ( Exact 10 characters }

OK Cancel

Figure 4-6 Enabling the Wi-Fi Billing
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Step 4. When using a mobile device (e.g., smartphone, tablet, etc.), wireless
users will be required to provide the passcode to access the Internet.
(Figure 4-7, 4-8)

© 2 .l 100% @8 21:28

WOn

Nusoft_Guest

s
NUSOFT =
NuSoft_Employee 3
LAC-1003 v
dlink-845L_246 =
LAC-1002 & i
LAC-1006 ¥ i
LAC-1007 i
LAC-1008 =

Figure 4-7 User Connected as a Guest
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@ ® ® 2 il 55% 5 16:23

www.google.com Q E

Passcode: | Login

Figure 4-8 User Being Required a Passcode to Access the Internet
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4.1.2 Billing Wi-Fi Service Using an SSID — Printed Package

Vouchers

Network Configuration

Use Nusoft APs to build a wireless LAN.

Assign the SSID“Nusoft_Guest” for guest access.

Assign the SSID“Nusoft_ Employee” for employee access.

Step 1. Connect the COML1 Port of the Nusoft Billing Account Generator to
the Nusoft Thermal Printer, as well as connect its Ethernet port to the
LAN. (Figure 4-9)

Figure 4-9 A Nusoft Billing Account Generator Connected to Your LAN
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Step2. Log in to the management interface of Nusoft Billing Account
Generator and then configure its related parameters. (Figure 4-10)

Serial Settings

Network Settings

17219255253

Figure 4-10 The Management Interface of Nusoft Billing Account Generator
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Step 3. Click Wi-Fi Billing > Configuration > Thermal Printer and then
configure as below:
B Under the Package List section: (Figure 4-11)
Click the Modify button corresponded to the package.
Enable the Billing Service.
Specify the package name and pricing.
Select the type and length of passcode.
Type the receipt header.
Enter the valid time.
Tick the boxes of the items to be printed on the vouchers.
Click OK to complete the settings.
B Under the Thermal Printer section: (Figure 4-12)

LR 2R 2B 2R 2R 2R 2R 4

€ Specify the IP address and command port for connecting to
the Nusoft Billing Account Generator.
€ Tick the boxes of the items to be printed on the vouvhers.
€ Click OK to complete the settings. (Figure 4-13)
B The package voucher can be printed by a Nusoft Thermal Printer.
(Figure 4-14)

Modify Billing Plan
Biling Service : ' Enabled
Package Mame : Unlimited-WiFi-Pass { Max. 20 characters )
Pricing : 10.00 | CZK (Czech Koruna) B |
Passcode Type : W
Passcode Length : E
Receipt Header: ¥ Welcome to Musoft === { Max. 1024 characters )
Remarks :
Biling Rules
Package Type : Unlimited
Valid Time : |1 day(s) [0 hour(s) [0 minute(s)
Package tem Dizplay Setftings
Pricing : 1
Package Type : v
Created Time : v
Activated Time : W
Deactivated Time : W
Receipt Header : W
Remarks : W+

Figure 4-11 Configuring the Wi-Fi Billing Settings

48



Maodify Thermal Printer

IP Address :

Command Port :

Remarks :

Enable Auto Cutter :

|1?2.19.255.253 (ex. 192.168.1.1 )

|snnu { ex. 65535 }

|
-

( Max. 31 characters }

& Enabled Pﬁ";‘::ege Package Type Pricing

0 I i:',ﬂf:::; Unlimited 10.00 CZK
1 il Plan 1 Unlimited 10.00 USD
2 = Plan 2 Unlimited 10.00 USD
3 = Plan 3 Unlimited 10.00 USD
4 - Plan 4 Unlimited 10.00 USD
5 - Plan 5 Unlimited 10.00 USD
[} - Plan & Unlimited 10.00 USD
T Il Plan 7 Unlimited 10.00 USD
8 Il Plan & Unlimited 10.00 USD
g il Plan 9 Unlimited 10.00 USD

Figure 4-12 Viewing the Packages Generated by Nusoft Billing Account Generator

Voucher Printing Settings

Pricing :

Package Type :

Quota :

Created Time :

Activated Time :
Deactivated Time :

Remarks :

Pricing { Max. 30 characters }
Package Type { Max. 30 characters }
Cluota { Max. 30 characters }
Created { Max. 30 characters }
IAc’tivated { Max. 30 characters }
IDeactivated { Max. 30 characters }
IRemarks { Max. 30 characters }

OK

Cancel

Package List

# | Status Package Mame Package Type Pricing Canfiguration

o [ Unlimited-WiFi-Pass Unlimited 10.00 CZK Details | Wodify
1 * Plan 1 Unlimited 10.00 USD Details | Wodify
2 * Plan 2 Unlimited 10.00 USD Details | Modify
3 * Plan 3 Unlimited 10.00 USD Details | Modify
4 * Plan 4 Unlimited 10.00 USD Details |  Modify
5 * Plan 5 Unlimited 10.00 USD Details |  Modify
[ * Plan & Unlimited 10.00 USD Details | Modify
T * Plan 7 Unlimited 10.00 USD Details | Wodify
3 * Plan & Unlimited 10.00 USD Details | Wodify
9 * Plan & Unlimited 10.00 USD Details | Modify

Thermal Printer
Status IP Address Command Port Remarks Configuration
v 172.19.255.253 5000 Modify Remove

Figure 4-13 Wi-Fi Billing Package Successfully Created
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Figure 4-14 The Package Voucher Printed by Nusoft Thermal Printer
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Step 4. Click AP Controller > Configuration > SSID Settings and then
configure as below: (Figure 4-15)
B Click the Modify button corresponded to the SSID
“‘Nusoft_Guest”.
B Enable the Wi-Fi Billing.
B Click OK to complete the settings.

Modify S5ID Settings

NetWork Name(SSID) INusuﬂ_Guest ( Max. 32 characters }
SSID Visibility |7 Enabled

Client Isolation - I Enables (SHGERES)

Client Limit : r Enabled Max. Clients : |0 (1-54)

Captive Portal : I Enabled

Wi-Fi Billing : |7 Enabled

WLAN ID - ™ Enabled VLAN ID:IG { Range : 0 - 4095 )
Authentication : I COpen System ;I

Encryption : I Disabled vl
Key Type : I HEX 'I Key Size :I 64 Bitz vl

Key Index : N (1-4)
Network Key : I ( Exact 10 characters } r Show Key
Confirm Key : I ( Exact 10 characters }

OK Cancel

Figure 4-15 Enabling the Wi-Fi Billing
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Step 5. When using a mobile device (e.g., smartphone, tablet, etc.), wireless
users will be required to provide the passcode to access the Internet.
(Figure 4-16, 4-17)

© 2 .l 100% @8 21:28

WOn

Nusoft_Guest

s
NUSOFT =
NuSoft_Employee 3
LAC-1003 v
dlink-845L_246 =
LAC-1002 & i
LAC-1006 ¥ i
LAC-1007 i
LAC-1008 =

Figure 4-16 User Connected as a Guest
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@ ® ® 2 il 55% 5 16:23

www.google.com Q E

Passcode: | Login

Figure 4-17 User Being Required a Passcode to Access the Internet
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