@ NUSOFT

Internet Security Fighter

Recovering System Using a USB Drive

When your device fails to start due to an unexpected error, you may boot it from
a USB drive.

To do this, please follow the steps below:
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Required:

1. AUSB 2.0 Drive (256 MB+)

2. Console Cable (RJ45 or DB9 — depends on device)

3. A Windows PC with RS232 port (if not available , you may use a USB to RS232
cable)

Step 1. Go to www.nusoft.com.tw and download the System Recovery Program.
(Click Downloads > Technical Documents and then select System
Recovery from the Model drop-down list.)

Website:
http://download.nusoft.com.tw/tw_download/technical_document/USB/IMG.USB100
0.256M.reset

Step 2. Download the firmware by clicking Downloads > Firmware Updates and
then selecting your model from the Model drop-down list.
Caution: Please select the model that matches your device in case any
system error occurs.

Step 3. Go to http://www.chrysocome.net/dd. Download the dd program for
Windows and uncompress it. (Figure 1-1)

Downloads for dd family

dd 0.6beta3 Source  zZip Delphi  dd-0.6betal src.zip
dd 0.6beta3 Binary  zZip Windows dd-0 6betal zip

dd 06betal Source  Zip Delphi  dd-0.6betal srczip
dd 0.5 Binary zip Windows dd-05 zip

dd 04betad Binary  Zip Windows dd-0dbetad zip

dd 04betad Source  Zip Delphi  dd-04betad srczip

Figure 1-1 Downloading the dd Program for Windows

Step 4. Place all downloads in the same storage location. (The downloads are
placed in C: drive in this example) (Figure 1-2)


http://www.nusoft.com.tw/
http://www.chrysocome.net/dd
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Figure 1-2 Placing All the Downloads in the Same Location

Step 5. Open the Command Prompt window (go to Start > Programs >
Accessories > Command Prompt). Type cd\ and press Enter to switch to
the root directory of the hard drive (C:). (Figure 1-3, 1-4)
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Figure 1-3 Opening the Command Prompt Window
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Figure 1-4 Switching to the Root Directory of the Hard Drive (C:)
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Step 6. Plug the USB drive into your computer and then type in dd --list in the

Command Prompt window. The command will list out all the available
storage media. (Note: There is a space between “dd” and “--*) (Figure 1-5)

|Command Prompt

“wWIsDevicesHarddiskisPartition8
link to ““\?%Device“Harddiskl“DR1
Fixed hard disk media. Block size = 512
gize iz 500187862016 bytes

W uDevice\Harddiskl “\Partitionl
link to ““\?°Device“HarddiskUolume4d

W sDevicesHarddisk2\FPartition8
link to “A\?“\Device“Harddisk2\DR18
Removable media other than floppy. Block size =
size is 268846848 hytes

W uDeviceNHarddisk2“\Partitionl
link to ““?“Device“HarddiskZ2-DP{1>8-8+13

Removable media other than floppy. Block size =
size is 999936 bytes

Uirtual input devices

sdevszero Cnull datad
sdevsrandom (pseudo—random datad
— {standard input)

Uirtual output devices
= {standard outputl
sdev/null Cdiscard the datad

Can

Figure 1-5 A List of All Storage Media

& Important:

If you have more than one USB drive inserted into your PC, it is suggested to remove the
others to avoid confusion.
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Step 7. Copy the location of the USB drive in the Command Prompt window.
(You may find the location by the keywords “Removable media other than

floppy”) (Figure 1-6)

ommand Prompt

“wWIuDevicesHarddiskl “PartitionB
link to ““?*Device“Harddiski“DR1
Fixed hard disk media. Block size = 512
gsize is 00187862016 huytes
“wW2nDevicesHarddiskl “Partitionl
link to “\“?“Device“HarddiskUolume4d
link teo “~?“Device“Harddizsk2*DH18
Removahle media other than floppy. Block size
size is 260846848 hytes
s uDevicesHarddisk2“Partitionl
link to “~?“Device“Harddisk2-DP<{1>8-8+13
Removable media other than floppy. Block size
size is 999936 bytes

Uirtwual input devices
sdev/zero Cnull data>
sdev/random (pseudo—random datal
= (standard inputd

Uirtual output devices
= C(standard output>
#dev/null {discard the datal

LEERS

Figure 1-6 Copying the Location of the USB Drive

m Note :

1. Infigure 1-6, the texts in the red frame are the information of the USB drive. The highlighted
string is the location of it.
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Step 8. Type in : dd if=IMG.USB1000.256M.reset
of=\\?\Device\Harddisk2\Partition0 bs=1M count=256 (Figurel-7)

mmand Prompt
size is 979736 bytes

Virtual input devices

sdev/zero ¢null data>
sdev/random C(pseudo—random datad
= Cstandard input)

Virtual output devices
= Cstandard outputd
sdevsnull Cdizcard the datad

Cisrdd if =IMG.USB18@8.256M.reset of =“\\?“Device“Harddisk2“Partitiond hs=1H
count=256

Figure 1-7 Entering the Command in the Window

& Important :

1. The location of USB drive “Device\Harddisk2\Partition0” may vary from case to case.
Please apply the location you get from Step 7.

2. Itis suggested to back up your data stored on the USB drive because this step will erase
everything on it.
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Step 9. Press Enter and wait a few minutes for the file to be written onto your USB
drive. After that, remove the USB drive from your PC. (Figure 1-8)

mmand Prompk
size iz 799936 hytes

Uirtual input devices

sdev/zero Cnull datal
sdevsrandom (pseudo—random data?
= (standard input?

Uirtual output devices
= (standard output?
#dev/null {discard the data?

C:zs>dd if=IMG.USB1880.256H.reset of =" \?"Device“Harddizk2“Partition8 hz=1M
count=256

rawwrite dd for windows version B.6hetad.

Written by John Mewbigin <{jnBit.swin.edu.au>

This program is covered by terms of the GPL Uersion 2.

246+1 records in
246+1 records out

LR
Y-

Figure 1-8 Writing the File onto the USB Drive

Step 10. Power off the device and then plug the USB drive into it. Next, connect

the device to the PC via the console cable and then run HyperTerminal on
the PC to prepare a console connection.

(Note: For further information on establishing a console connection, you
may refer to Nusoft Newsletter No.34.) (Figure 1-9)

Figure 1-9 Plugging the USB Drive and the Console Cable into the Device


http://download.nusoft.com.tw/us_download/Newsletter/Newsletter_034.pdf
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Step 11. Power on the device and wait for a few minutes. And then, the
HyperTerminal window shows "USB login:". (Figure 1-10)

‘4186 - HyperTerminal i 10Ol x|

File Edit Wiew Call Transfer Help

P? USB =l
USB login:
USB
USB login:
|
ll | 2
Connected 0:00:23 |auto detect  Jauto detect [FRoll  [CAPs [om  [Captare  [Fric g

Figure 1-10 Booting from the USB Drive

Step 12. Configure your PC to be on the same subnet as the device
(i.e.,192.168.1.X) and then plug the network cable into the device (see
Important note below). (Figure 1-11, 1-12)

Internet Protocol {TCP/IP) Properties il e

Gerneral |

“You can get [P zettings azsigned automatically if your netwark. supparts
thiz capability. Otherwize, pou need to ask vour netvwork administrator for
the appropriate IP settings.

€ Obtain an [P address automatically

—f*" LIz the following IP address:
IF address: |192.168. 1 . 5

Subnet maszk: I 255 255 .26, 0

Default gateway: I

£ [btain DS server address automaticalls

—1{*" Use the following DMNS server addresses:

Freferred DMS gerver: I

Alkernate DNS server I

Advanced... |
ok I Cancel |

Figure 1-11 Configuring Your PC to be on the Same Subnet as the Device
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Figure 1-12 Plugging the Network Cable into the Device

& Important :

1. Please choose the port according to your device:
B For UTM & MHG series :
@ The fourth port from the left.
B For IDR series :
€ IDR-950, IDR-1000: The fourth port from the left.
4 IDR-1500, IDR-2000: The third port from the left.
B For MLS series :
€ MLS-950, MLS-1000: The fourth port from the left.
4 MLS-1500, MLS-2000: The third port from the left.
B For MAF series :
€ MAF-1000: The fourth port from the left.
€ MAF-1500: The third port from the left.
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Step 13. Open a browser and type http://192.168.1.1. After that, click the Browse
button to locate the firmware in Step 2 and then click OK. (Figure 1-13)

e
File Edit “iew Favorites Tools Help |

GBack » = - (@ 2] & | Dsearch [EFavorites vedia (4| B S F - 5 &

Address [é hitp:#192.168.1 1/ gi-binfindex e gl j a0 |Links 2

System Update or Recovery

Upload the update fie. |D.1NLBDﬂ_MAF—1{I'DD_D111m_k Browse.. |

™ Performa fa ctory reset after system update or recovery

oK

|&] pone l_l_ l_ # Internet 4

Figure 1-13 Updating the Firmware

A Important:

1. Please choose the firmware that matches your device in case any system error occurs.

2. You may tick Perform a factory reset after system update or recovery to reset to factory
settings if needed.



http://192.168.1.1/
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Step 14. After system update, remove the USB drive and reboot the device.
(Figure 1-14)

File Edit VYiew Favorites Tools  Help |ﬁ
Back + = - () (7] | Qisearch [EFavorites @lMedia 4 | E-SMH-E i
Address [é hitp:#192.168.1 1¢c gi-binfindexc g j (’>G0 | Links **

The =y=tem has been successfully updated or restored.
Pleaze remove the USH drive and then reboot the system.
If the sy=tem becomes unusable, please perform a factory reset.

|&] Done l_l_’_|§ Inkerriet
Figure 1-14 Firmware Updated Successfully

i

Step 15.  After rebooting,
B If a factory reset has not been performed, you need to plug the network
cable into the port which you connected to originally.
B If a factory reset has been performed, you need to plug the
network cable into the first port from the left.



