Chapter 17

Configure

Instant alerts are issued to the IT administrayothie NUM-MS3000 device upon the
inspection of any suspicious packet contents omaptraffic flows. In addition, it
blocks the packets and warns the IT administrat@révent the host computer from
being attacked by malicious code. In short, the \\US3000 device protects network
security, blocks malicious code from entering teenork, leaves the internet running
smoothly, and ensures information transmissionr#gcu

Intrusion Detection and Prevention (IDP), is thensiard for NUS-MS3000 to deal with
malicious code, being defined as the Intrusion Eteda and Prevention setting in this
chapter.



[ Setting] Terminology:
Intrusion Detection and Prevention setting:

. Intrusion Detection and Prevention will receivecanéatic updates every 30
minutes, or alternatively, manual updates can losem instead. The file’s time
and version can be shown as well.

. Can detect viruses from unencrypted and uncompidgss.

= Anti-Virus engine, ClamAYV, is available for use aoffered free of charge.

. The device will warn the IT administrator via E-iir@d NetBIOS once a virus
is detected.

IT administrators can use [Test] function to make sure the device regularly connects to the
website for signature updates.



Set default action of all sgnatures:

®  The attacks can be classified into High Risk, MedRisk and Low Risk. The
device will block, log, or provide an alert abolétattacks according to their
classification.

. In the navigation pane, clicBystem > Configure > Setting, check the
Enable E-mail Alert Notification checkbox:
1. Inthe navigation pane, clidbP > Configure > Setting, check the
Enable Anti-Virus checkbox.

2. Check theEnable NetBIOS Alert Notification checkbox.
3. Enter192.168.1.10 in thel P Address of Administrator field.
4. Click OK.
5. ForHigh Risk, selectDrop, check thd.og and theAlert checkbox.
6. ForMedium Risk, selectDrop, check thd.og and theAlert checkbox.
7. ForLow Risk, selectPass, check thd.og and theAlert checkbox.
8. Click OK. (Figure17-1)
9. Go toPoalicy and enable theDP function.
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Figure17-1 Intrusion Detection and Prevention Screen



¢  Once the attack is detected, the IT administratmuld/be warned by mail and

NetBIOS. Meanwhile, the log would be created inlfD® report. (Figure17-2,
Figure17-3, Figurel7-4)
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Figure 17-2 Mail the Intrusion Detection and Prevention Alert

@-Warning mails are sent out only after Anomaly, Pre-defined and Custom are enabled.
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Figure 17-3 Sending the NetBIOS Alert to the IT Administrator
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Figure 17-4 Intrusion Detection and Prevention Log
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The IDP logs will only be created when the corresponding action of logs is are enabled under IDP
> Signature > Anomaly | Pre-defined | Custom



Chapter 18

Signature Setting

For different attacks, the device provides différgsiutions, which include&nomaly,
Pre-defined andCustom.

Anomaly will detect and defend against any abnormal paoeanomaly flow using the
most up-to-date signature filere-defined also detects and defends against anomaly
flows using its up-to-date signature file. The sityme file cannot be modified or deleted.
Custom can be designed by the IT administrators accorttirigeir needsCustom can
detect and defend against the anomaly flow andgtatckatAnomaly andPre-defined
were unable to.



[ Signature Setting] terminology:

Anomaly:

Anomaly can be divided into syn flood, udp floodhjz flood, syn fin, tcp no flag,
fin no ack, tcp land, larg icmp, ip record rougestrict arc record route, ip loose
src record route invalid url, winnuke, bad ip pih portscan, http inspect and
SO ON.(Figure18-1)

According to the IT administrator’'s needs, spedimmaly flow detecting can be
enabled.

Controls the anomaly flow that is caused by spegéickets.

The action of every signature can be set to pdsskbog or alert.

Shows the name and risk of a suspected event (doasa@etwork traffic or
activity) as well as the corresponding action (lalgyt, pass or drop). It also
indicates the protection status (enabled onedlardified with a “check” mark).
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Figure 18-1 Anomaly Setting Screen



Pre-defined:

u Pre-defined are Attack Responses, Backdoor, Baffid,r@hat, DDoS,
Delected, DNS, DoS, exploit, Finger, FTP, ICMP, IMAnNfo, Misc,
Multimedia, MySQL, NetBIOS, NNTP, Oracle, P2P, gliPOP2, POP3, Porn,
RPC, Rservices, Scan, Sellcode, SMTP, SNMP, Spyw&)e, Telnet, TFTP,
Web Acctacks, Web CGI, Web Client, Web Coldfusifeb Frontpage, Web
I1S, Web Misc, Web PHP and X11. Each item conté@ssignatureSFigure 18-2)

u Attributes belonging to each specific signature lsarthanged, such as action,
pass, block, log and alert.

. Shows the name and risk of a suspected event (doasnaetwork traffic or
activity) as well as the corresponding action (lalgyt, pass or drop). It also
indicates the protection status (enabled onedlardified with a “check” mark).



Figure 18-2 Pre-defined Setting Screen

@ In the settings of configure, any setting related to pre-defined would take action against
any threats. According to the requirements of the IT administrator, the action that the signature
adapts to each attack can be configured.



Name:
®  For the IT administrator to name the signatures.

Protocol:

®  For setting the required detection and protectioere are TCP, UDP, ICMP and
IP.

Sour ce Port:
®  The port of the computer that sent the attackag@g@~65535)

Destination Port:
®  The port of the computer that is being attackezhde 0~65535)

Risk:
®  Define the risk level of the packets.

Action:
®  The applied action on the packets.

Content:
B Setting the content of the packets.

Advanced option:
® Non-direction: Filter the packages according to their directien inbound or
Outbound.
" Disregard text case: Determines if the device is case sensitive tqptuket
contents.



B  Signature

To Detect Anomaly Flows and Abnor mal Packets, Using the Pre-defined
and Custom Settingsfor Detecting and Defending against the Attack

Step 1. Click Configure > Setting, add the following settingsigure 18-3)
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Figure 18-3 Intrusion Detection and Prevention Setting Screen
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Step 2. Click IDP > Signature > Anomaly and add the following settingsgure 18-4)
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Figure 18-4 Anomaly Setting



Signature

Step 3. Click IDP > Signature > Custom, Click New Entry. (Figureis-5)

= Enter Software_Crack_Website in thame field.

= Tick TCP in theProtocol selection.

= Enter 0:65535 in th&ource Port field.
Enter 80:80 in th®estination Port field.

* From theRisk drop-down list seledtigh

= Enter cracks in th€ontent field

= Tick theNon-direction andDisregard text case checkbox in the
Advance Option selection(Figure 18-6)
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Figure 18-6 Custom Setting Complete

% Complete the Content field with plaintext (a desired word string) or a corresponding
hexadecimal ASCII code. For example, “cracks” is represented by |63 72 61 63 6b 73| in the
hexadecimal system.



B  Signature

Step 4. Click Policy > Outgoing, and ClickOK (Figure 18-7, Figure 18-8)
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Figure 18-8 Intrusion Detection and Prevention Settings Complete




Chapter 19

Intrusion and Prevention Reports

NUS-MS3000 organizes the logs of Intrusion Detectiad Prevention into daily records,
providing enterprises with an easier way to knogrltwork security.

Intrusion and Prevention Reportsis introduced in detail in this section:



[ Setting) terminology:

Periodic Report:

u Can produce and send the reports to the IT admatastaccording to the
nominated time.

History Report:
B Can create reports on a specified date and caretineal it to the IT
administrator.
¢ Click System > Configure > Setting, Check theEnable E-mail Alert

Notification checkbox. Add the following settings in the IDPoe.

1. To enablePeriodic Report function, clicklDP > 1DP Report > Setting,
and check th& early Report, Monthly Report, Weekly Report and
Daily Report checkbox.

Click OK .(Figure 19-1)

The NUS-MS3000 sends the statistic report to thadministrator at the

specific time(Figure 19-2, Figure 19-3)

4. For setting thédistory Report, click IDP > 1DP Report > Setting, enter
the date that you want to receive the rep@rtgre 19-4)

5. Click Send Report.

6. The device will send the reports to the IT admmaistr instantly.
(Figure19-5, Figure 19-6)

wn

Periodic Report:
1. Yearly Report: Creates the report at 00.00 hours on January 1st.
2. Monthly Report: Creates the report at 00.00 hours on the first day of the month.
3. Weekly Report: Creates the report at 00.00 hours on the first day of the week.
4. Daily Report: Creates the report at 00.00 hours everyday.
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Figure 19-2 Receiving the Periodic Report Mail
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Figure 19-3 The content of Intrusion Detection and Prevention
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Figure 19-4 History Report Setting Screen

S S—
'Date:  October 18, 2005739 PM
To: ; mﬁmﬁsm
Subject;  Multi Secunity Fﬂwﬁ D History Weekly Report ( 2005
Attach: @anr_ﬁham_kapm paf (156 KE)

— S

54

Figure 19-5 Receiving the History Report E-mail
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Figure 19-6 History Report of Intrusion Detection and Prevention

@ Intrusion Prevention report would be sent as a PDF attachment to the IT administrator.



[ Daily Report] Terminology:

Sear ch:

¢ The IT administrator can search the records ilNli&-MS3000 device according
to keywords or the abnormal packets, signaturacedl addresses, destination IP
addresses, interface, date, danger and so on.
& Adding the following setting:

1.

akrown

Enter the keywords related to the abnormal paakesdtacks in th&vent
field.

From thel nterface drop-down list, choosaLL.

Enable and set the time interval to search formisco

From theRisk drop-down list, choosALL.

Click Search. (Figure 19-7)
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@ In the Daily Report, click Time to show the Event Detail report. (Figure 19-8)
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Figure 19-8 Event Detail Report



% The order of Daily Report can be listed by the time, event, signature class, interface,
attack IP address, victim IP address, victim IP port and action.



IDP Report Statistics

Step 1. To see the Intrusion Detection and Prevention teplbck | CP > 1DP Report
> Statistics.

Step 2. There areYear, Month, Week andDay on the upper left corner. Clidkay to
see the Dalily report, clicWeek to see the Weekly report, clidkonth to see
the Monthly report, clickf ear to see the Yearly report.

Step 3. Intrusion Detection and Prevention rep@rgure 19-9)

= Y-axisindicates the amount of abnormal packets and tignaf
identified attacks.
= X-axisindicates the time.
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Sl IDP Report Statistics

Step 1. To see the handling status of Intrusion Detectimh Rrevention, clickDP >
IDP Reports > Log. (Figure 19-10)
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Figure 19-10 I ntrusion Detection and Prevention Daily Records



@ The symbols refer to:
1. [Action] :
Symbol @ | XK
Description Pass| Drop
2. [Risk] :
[con LH] @ ]
Description | High Risk | Medium Risk | Low Risk




