Chapter 12

VPN

To obtain a private and secure network link, theSN\MH2400G is capable of
establishing VPN connections. When used in comimnatith remote client
authentication, it links the business’ remote siled users, conveniently provides the
enterprise with an encrypted network communicat@thod. By allowing the enterprise
to utilize the Internet as a means of transferdata across the network, it forms one of
the most effective and secure options for entezprie adopt in comparison to other
methods.

IPSec Autokey:

An IT administrator can create an encrypted conoedietween two remote sites using
the Internet Key Exchange (IKE) protocol. It proesda standard method for negotiating
key exchanges between two remote sites. To entiartber the security of the
connection, IPSec Lifetime specifies the time befnew randomly generated session
key needs to be created.

PPTP Server:
This guide will show how an IT administrator camfigure the VPN-PPTP server
settings.

PPTP Client:
This guide will show how an IT administrator camfigure the VPN-PPTP client
settings.

Trunk:
In this chapter the IT administrator can applyrdéevant VPN polices to its functions.

M
- . .
p ‘How is a VPN connection setup?

To establish a VPN connection, tii#Sec Autokey PPTP serveror PPTP client
connection settings need to be applied Toumk . Policies can then be incorporated to
ensure a secure connection.



Common VPN Terms:

RSA:
® |s an asymmetric cryptography system whereby aipabld private key are used.
Data is encrypted using a public key which is miaeely available to everyone.
A private key, which is kept secret, is then useddcrypt the data.

Preshared Key:
= During IPSec connections, a preshared key congimistring of Unicode
characters is requested to allow the Layer Two €ling Protocol (L2TP)
authentication processes to begin

ISAKMP (Internet Security Association Key Managemen Protocol):
® Internet Security Association Key Management PraitGSAKMP) is a protocol
for establishing Security Associations (SA) andotographic keys in an Internet
environment. SA is the establishment of sharedrggénformation between two
network entities to support secure communicati@sjghating the algorithm, key
length or encryption key. Note particularly thataddishing an ISAKMP SA
requires designating the encryption algorithm dredauthentication method.

Main mode:

®= The device can use either main mode or aggresside no establish SAs in the
IKE process. Main mode, in comparison to Aggresaiegle, is more time
consuming due to more packets (six) being exchahgegeen peers during
authentication, but provides a higher level of siégu

Aggressive mode:

= Aggressive mode, an alternative for main mode fonst is completed using
only three messages instead of the six used in made. By encrypting the
identity with the peer’s public key, it provideitity protection.

AH (Authentication Header):

= AH is intended to guarantee connectionless intggnt data origin
authentication of IP datagram.

ESP (Encapsulating Security Payload):
= One of the IPSec protocols that provides encrypaothentication or both.

DES (Data Encryption Standard):
= DES, an acronym for Data Encryption Standard,dgpher that was selected by
NIST (National Institute of Standard and Technologging a 56-bit key for
encryption.



Triple-DES (3DES):
= 3DES, an acronym for Triple Data Encryption Staddaroviding significantly
enhanced security by executing the core DES alguarthree times in a row, is
more difficult to break than DES, using a 168-laylsize.

AES (Advanced Encryption Standard):

= AES, an acronym for Advanced Encryption Standadyore difficult to break
than DES. The DES encryption key is 56 bits longttee contrary, AES keys can
be 128, 192 or 256 bits long.

NULL Algorithm:

®= The NULL algorithm can be used instead of ESP etmn to provide a fast and
convenient connection mode but without any security

SHA-1 (Secure Hash Algorithm-1):

= A message-digest hash algorithm that takes a messsgthan 264 bits and
produces a 160-bit digest.

MD5:

= MD5 is a common message digest algorithm that presla 128-bit message
digest from an arbitrary length input.

GRE

= The GRE (Generic Routing Encapsulation) only englapss packets and is
therefore prone to attacks and monitoring. Howeween combined with the
encryption from IPSec, it helps form a secure catios.



One-Step IPSec Headings:

One-Step IPSec
= All it takes is just one step to complete all tequired IPSec by entering the data
below:
¢ Go toVPN > One-Step IPSe@nd enter the following datarigure 1)
.In theNamefield, enter a name for the VPN connection.
Next to theSubnet / Maskcategory, seledtAN.
In theRemote Gateway — Fixed IP or Domain Naméeld, enter:
In theSubnet / Maskfield, enter the destination’s subnet and subreesknthat
packets will travel across the VPN to.
In thePreshared Keyfield, enter the preshared key.
Click OK. (Figure2)
+ IPSec Autokey Trunk andPolicy settings will be automatically created by
the device.(Figure3,4,5,6)
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Figure 1 One-Step IPSec Settings Window
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Figure 2 One-Step IPSec Settings Complete
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Figure 3 A New Entry is Automatically Created underVPN > IPSec Autokey
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Figure 5 A New Entry is Automatically Created underPolicy > Outgoing
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Figure 6 A New Entry is Automatically Created underPolicy > Incoming

% One-Step IPSec automatically selects the following options to provide users with a quick
method for establishing a VPN connection:

1) Mode: Main mode

2) Authentication Method: Preshare

3) ISAKMP Algorithm: DES + MD5 + Group 1
4) IPSec Algorithm: DES + MD5

5) New entries for IPSec Autokey, Trunk and Policy will automatically be created by the device.



IPSec Autokey Heading Meanings:

» The heading namigis used to represent the status of the VPN cdiumec
according to the following symbols:

Symbol -- " =
Status Not used Disconnected Connected
Name

= A unique name used to identify the IPSec Autokey.

Remote Gateway — Fixed IP or Domain Name
= The remote Gateway's WAN interface’s IP addressarnain name.

IPSec Algorithm :
» Indicates the VPN’s current data encryption mode.

Modify/Remove;
= Click Modify to change the saved values of the saved IPSedéyjtolick
Removeto delete the saved IPSec Autokeyigure7)

[ ] Name | waN | cGatewaylP | IPSecAlgorithm |  Configure

New Entry

Figure 7 IPSec Autokey WebUI

@ NUS-MH2400G will utilize its Dead Peer Detection mechanism by default to automatically
create an IPSec VPN connection. IT administrators can operate the connection manually by
checking the Manual Connection checkbox and entering a Remote Gateway -- Fixed IP or
Domain Name address in the To Remote category.



PPTP Server Headings:

PPTP Server:
= The PPTP server can be setiiherEnable or Disable

Client IP Range:
» The range of PPTP Client IP address range cantlhese

» The heading namigis used to represent the status of the VPN cdiumec
according to the following symbols:

Symbol -- " =
Status Not used Disconnected Connected
User Name:

» This heading displays the PPTP Client’s user ndraewill be used to
connect to the PPTP Server.

Client IP:
=  The client's IP address used when the PPTP clamtects to the PPTP
server.

Uptime:
= Displays the connection duration between the PR3rRe$ and Client.

Modify/Remove:
= Click Modify to change the saved PPTP VPN Server settingsair cli
Removeto remove the saved PPTP Server settimiggures)

PPTP Server ( Disable ) :
Client IP Range : 192.119.88.1-264 Modify |

[ 1] User Name | ClientlP Uptime Configure

New Entry

Figure 8 PPTP Server WebUI



@ NUS-MH2400G will utilize its Echo-Request mechanism by default to establish a PPTP
connection. By enabling Manual Disconnection, IT administrators can disconnect the VPN
connection to the PPTP server.



PPTP Client Heading Meanings

I
» The heading namigis used to represent the status of the VPN cdiumec
according to the following symbols:

Symbol -- " =
Status Not used Disconnected Connected
User Name:

» This heading displays the PPTP Client’'s user ndraewill be used to
connect to the PPTP Server.

Server IP or Domain Name:
» Represents the PPTP server’s IP address or doraaia that the client uses
to connect to the PPTP server.

Encryption:
= DisplaysOn if encryption has been selected between the PRiERt@nd
PPTP Server.

Uptime:
= Displays the connection time between the PPTP $anet Client.

Configure:
» Click Modify to adjust the saved settings of the PPTP Clierk &emoveto
remove the saved settinggrigure9)

PPTP Client :
| i | User Name Server [P or Domain Name Encryption | Uptime | Configure

New Entry
Figure 9 PPTP Client Fields

@Ihe NUS-MH2400G automatically builds up VPN connections by Echo-Request. An IT
administrator can also build up the PPTP VPN connection manually by checking the Manual
Connect checkbox.



Trunk Heading Meanings:

I
» The heading namigis used to represent the status of the VPN cdiumec
according to the following symbols:

Symbol -- " =
Status Not used Disconnected Connected
Name:

= A unique name used to identify the VPN trunk.

Local Subnet:
= Displays the local subnet address.

Remote Subnet:
= Displays the remote subnet address.

IPSec / PPTP :
= Displays all the VPN trunK IPSec, PPTP Server, PPTP Clignh the VPN
trunk.

Configure:
» Click Modify to adjust the settings of the VPN Trunk; cliRemoveto
remove the saved settingsigure 10)

| i | Mame | Lacal Subnet | Remote Subnet IPSeac fPFTF Configure
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Figure 10 VPN Trunk Web Ul



Six different VPN examples have been provided belaw

No.

VPN Type

Scenario

Page

Example 1

IPSec Autokey

Setting up an IPSec VPN
connection between two NUS-
MH2400G devices

Example 2

IPSec Autokey

Setting up an IPSec VPN
connection using a single NUS-
MH2400G and Windows 2000

Example 3

IPSec Autokey

Setting up an IPSec VPN
connection (under Aggressive
mode) between two NUS-
MH2400G devices.

(3DES encryption and MD5
authentication)

Example 4

IPSec Autokey

Setting up an IPSec VPN
connection between two NUS-
MH2400G devices.

(ISAKMP 3DES encryption and
MD5 authentication)

(IPSec 3DES encryption and MD
Authentication)

(GRE Packet Encapsulation)

Example 5

PPTP

Setting up a PPTP VPN
connection between two
NUS-MH2400G devices

Example 6

PPTP

Setting up a PPTP VPN
connection using a single NUS-

MH2400G and Windows 2000




Setting up an IPSec VPN Connection between Two NU8H2400G
Devices

Scenario:

Company A WAN IP: 61.11.11.11 LAN IP: 192.168.10.X
Company B WAN IP: 211.22.22.22 LAN IP: 192.168.20.X
Multiple Subnet: 192.168.85.X

This example is based upon the use of two NUS-MI@&A0evices. In this scenario,
Company A’s internal uset,92.168.10.100requires to create a VPN connection with
Company B’s internal uset92.168.20.100for file sharing.

The LAN IP, 192.168.10.1, is the default gatewagompany A's NUS-MH2400G.
Proceed with the following steps:

Step 1. From within a browser, enter Company A’'s NUS-MH2@00DAN 1P
address, 192.168.10.1. GoRolicy Object > VPN > IPSec Autokeythen
click on theNew Entry button. Figure11)

|i| Mame | YWAN | Gateway IP | IPSec Algorithm | Configure |

New Entry
Figure 11 IPSec Autokey Field Headings



Step 2. Under theNecessary Itencategory, in thé&amefield type VPN_A.
(Figure12)

[Necessary Item

|I'~.!ama ||‘-"PN_ﬁ

Figure 12 IPSec Autokey - Name Setting

Step 3. From within theTo Remotecategory, seledemote Gateway --Fixed IP
or Domain Name In the field, enter the remote IP address to eohto
Company B.(Figure13)

To Remote

% Remate Gateway -- 211 22,22 22

Mz, 99 charact
Fixed IP ar Damsin Mame (Max characters)

" Remate Gateway or Client -- Dynamic [P
Figure 13 IPSec Autokey - To Remote Settings

Step 4. From theAuthentication Method drop-down list, seled®reshare Enter the
Preshared Key(a maximum of 103 characters)rigure14)
Authentication Method [Preshare =]

Preshared Hey 123456759 (M. 103 characters)
Figure 14 IPSec Autokey - Authentication Method &tting




Step 5. From within theEncapsulation category]SAKMP algorithms (please
refer to the Common VPN Terms section for an exgtian) can be set. For
the encryption algorithms, you are given choicesitBDES, DES and AES.
In this example, we have chosgDES from theENC Algorithm drop-
down list.For theauthentication algorithms, you are given choicemifr
MD5 and SHAL. Here, we have cho3db5 from theAuth Algorithm
drop-downlist. From theGroup drop-down listGROUP1. Please note that
both VPN sites have to choose the same graefure15)

Encapsulation
ISAKMP Algorithm
ENC Algorithm |3DES =|
AUTH Algorithm [MD5 -]
Group [GROUP1 =]

Figure 15 [PSec Encapsulation Setting

Step 6. From thelPSec Algorithm categoryyou can choose eith&@ata
Encryption + Authentication or Authentication Only.
SelectData Encryption + Authentication. For the encryptioalgorithms,
you are given choices from 3DES, DES, AES-128, AR3; AES-256 and
NULL. In this example, we have chosBDESfrom theENC Algorithm
drop-down listFor the authentication algorithmgD5 andSHA1 are
available.ChooseMD5 from the drop-down list.(Figure 16
IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm [30ES  +]
AUTH Algorithm [MD5 +]

 Authentication Only

Figure 16 IPSec Algorithm Setting



Step 7. Under theOptional Item category, folPerfect Forward Secrecyselect
GROUP1 from the drop-down list. For tHSAKMP Lifetime field, enter
3600. For theéPSec Lifetimefield, enter28800 Select theMain mode
radio button in thélode section. (Figure17)

Optional ltem

Perfect Forward Secrecy |GROUF1 ~|

ISAKMP Lifetime 3600 Seconds

IPSec Lifetime W Seconds

Mocde & Main mode © Aggressive mode

Figure 17 IPSec Autokey - Perfect Forward Secrecyefting

Step 8. IPSec Autokey settings completed:igure18)
i Mame Gateway [P IPSec Algorithm Configure

WP _A 211222222 3DES P MD3 Modify | Remove

Mew Entry
Figure 18 Company A IPSec Autokey — Settings Compikd



Step 9. Go toPolicy Object > VPN > Trunk. Click on theNew Entry button and
then proceed with the followingtFigure 19)
= IntheNamefield, enter a unique name for the trunk.
= For theFrom Sourcesetting,selectLAN.
= IntheSource Subnet/ MasKield, enter 192.168.10.0 / 255.255.255.0.
= From theTo Remotecategory, selecio Remote Subnet / Maskand
enter 192.168.20.0 /255.255.255.0.

= AddVPN_A in theTunnel field.
= Check theShow remote Network Neighborhoodcheckbox.
= Click OK.
= A new entry appeargigure20)
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Figure 19 New Entry Trunk Settings
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Figure 20 New Entry Trunk Settings Completed



Step 10. Go toPolicy > Outgoingthen click on thé&New Entry button and
configure as belowrigure 21)
» Schedule:SelectSchedule_1
= Authentication User: SelectAll_NET .
= Qo0S:SelectQoS 1
» Trunk: SelectiPSec_VPN_Trunk
= Click OK. (Figure22)
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Figure 21 VPN Trunk Outgoing Policy Settings
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Figure 22 VPN Trunk Outgoing Policy Settings Complead



Step 11. Go toPolicy > Incoming, click on theNew Entry buttonandenter the

following settingstFigure23)
Schedule:select Schedule_1.
QoS:selectQoS 1.
Trunk: select IPSec_VPN_Trunk.
Click OK. (Figure24)
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Figure 24 VPN Trunk Incoming Policy Settings Compléed




The LAN IP, 192.168.20.1, is the default gatewagofmpany B’s NUS-MH2400G.
Proceed with the following steps:

Step 1. From within a browser, enter Company B’s defautegay IP address,
192.168.20.1. Go tBolicy Object > VPN > IPSec Autokeythen clickon
theNew Entry button. igure2s)

[ ] Name | WAN | catewaylP | IPSecAlgorithm |  Configure |

New Entry
Figure 25 IPSec Autokey Headings

Step 2. Under theNecessary Itemcategory, in thé&amefield type VPN_B. (Figure
26)

[Necessary Item

IName [FPe

Figure 26 IPSec Autokey Name Setting

Step 3. From within theTo RemotecategoryselectRemote Gateway-Fixed IP or
Domain Nameand enter the IP AddressFigure27)

# Remote Gateway -- |_51,11,11,11

Fixed IP or Domain Name
' Remote Gateway or Client -- Dynamic IP
Figure 27 IPSec to Remote Settings

Step 4. From theAuthentication Method drop-down list, seled®reshare Enter the
Preshared Key(a maximum of 103 charactersyigure 28,
Authentication Method [Preshare |

Preshared Key 123456759 (M. 103 characters)
Figure 28 IPSec Autokey - Authentication Method Seing




Step 5. From within theEncapsulation category]SAKMP algorithms (please
refer to the Common VPN Terms section for an exgtian) can be set. For
the encryption algorithms, you are given choicesitBDES, DES and AES.
In this example, we have chosgDES from theENC Algorithm drop-
down list.For theauthentication algorithms, you are given choicemifr
MD5 and SHAL. Here, we have cho3db5 from theAuth Algorithm
drop-downlist. From theGroup drop-down listGROUP1. Please note that
both VPN sites have to choose the same graefure29)

Encapsulation
ISAKMP Algorithm
ENC Algorithm |3DES =|
AUTH Algorithm [MD5 -]
Group [GROUP1 =]

Figure 29 IPSec Encapsulation Settings

Step 6. From thelPSec Algorithm category, seleddata Encryption +
Authentication. From theENC Algorithm drop-down list, sele@DES.
From theAUTH Algorithm drop-down listselectMD5. (Figure30)
IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm [DES <]
AUTH Algorithm [MD5 +]

 Authentication Only

Figure 30 IPSec Algorithm Settings



Step 7. From thePerfect Forward Secrecydrop-down listselectGROUPL. In the
ISAKMP Lifetime field, enter 3600 seconds. For tR&Sec Lifetime, enter
28800 seconds. Select thkin mode radio button in thévlode section.

(Figure31)
Optional ltem
Perfect Forward Secrecy |GROUP1 +|
ISAKMP Lifetime (60 Seconds
IPSec Lifetime W Seconds
Mode & Main mode © Aggressive mode

Figure 31 IPSec Perfect Forward Secrecy Settings

Step 8. IPSec Autokey settings completedigure32)
i Marme Gatewway [P IPSec Algorithm Configure

WPN_B 61.11.11.11 3DES FMDS Modify | Remove

Mew Entry
Figure 32 Company B IPSec Autokey Settings Complede



Step 9. Go toPolicy Object> VPN > Trunk and click on thédew Entry button
Configure the following:(rigure33)
= Name: enter a unique trunk name.
= From Source:selectLAN.
= From Local Subnet / Mask:enter 192.168.85.0 / 255.255.255.0.
= To Remote:selectTo Remote Subnet / MaskEnter 192.168.10.0 /
255.255.255.0.
= AddVPN_Bin theTunnel field.
= Check theShow remote Network Neighborhoodcheckbox.
= Click OK. (Figure34)
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Figure 34 New Entry Trunk Settings Completed



Step 10. Go toPolicy > Outgoing and click on théNew Entry button.Enter the
following settingstFigure3s)
= Authentication User: SelectAll_NET .
» Schedule:SelectSchedule_1.
= Qo0S:SelectQoS 1
= Trunk: SelectiPSec_VPN_Trunk
= Click OK. (Figure36)
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Figure 36 VPN Trunk Outgoing Policy Settings Compleed
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Step 11. Go toPolicy > Incoming, and click on thé&ew Entry button. Configure
the following:cFigure37)
» Schedule:SelectSchedule_1
Qo0S: SelectQoS 1
Trunk: SelectiPSec_VPN_Trunk
Click OK. (Figure3s)
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Figure 37 VPN Trunk Incoming Policy Settings - -
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Figure 38 VPN Trunk Incoming Policy Settings Compléed



ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router ¢

Downstream Bandwidth : 512 Kbps .
Upstream Bandwidth : 512 Kbps g
WANIP : 211.22.22.22

Multi-Security Multi-Security

UTM UTM
Management IP : Management IP :
192.168.20.1 192.168.10.1

LAN
NAT Mode
Client User Client User
192.168.20.100 192.168.10.100

Figure 39 Completed Setup



Setting up an IPSec VPN Connection Using a Singlel-MH2400G
and Windows 2000 PC

Scenaria

Company A:
= Using a NUS-MH2400G
= WANIP: 61.11.11.11
= LANIP:192.168.10.X

Company B
= Using a Windows 2000 PC
= WAN IP: 211.22.22.22

In this example, the VPN-IPSec connection settargsfor a single NUS-MH2400G and
a Windows 2000 PC. Supposing a user from compayi B22.22.22wishes to
establish a VPN connection with companylA2.168.10.100for accessing files.

The LAN IP, 192.168.10.1, is the default gatewagompany A's NUS-MH2400G.
Proceed with the following steps:

Step 1. From within a browser, enter Company A’s defautegay IP address,
192.168.10.1. Go tBolicy Object> VPN > |PSec Autokeythen clickon
the New Entry button. (Figure40)

[ Marme VAN | GatewaylP | IPSec Algarithm | Coffigure |

Mew Entry
Figure 40 IPSec Autokey



Step 2. In the Namefield, enter VPN_A Figure41 )

Mecessarny ltem

Mame ||\-"F‘N_.=‘-“.| [Max. 12 characters)

Figure 41 The IPSec VPN Name

Step 3. From within theTo RemotecategoryselectRemote Gateway or Client ---
Dynamic IP. (Figure42)

To Remote

" Remate Gatesway --
I Mz 99 charact
Fized IP ar Camain Mame (Mex characters)

¥ Remate Gatevvay or Client -- Dynamic [P
Figure 42 The IPSec To Remote Setting

Step 4. From within theAuthentication Method drop-down list, seled®reshare
and enter th€reshared Key(The maximunPreshared Keylength is 103
characters)./Figure43 )

Authertication Methad |Preshare |

Preshared Hey 123456789 [Max. 103 characters)
Figure 43 IPSec Authentication Method Settings




Step 5. From within theEncapsulation category]SAKMP algorithms (please

refer to the Common VPN Terms section for an exqtian) can be set. For
the encryption algorithms, you are given choicesfBDES, DES and AES.
In this example, we have chosgDES from theENC Algorithm drop-

down list.For theauthentication algorithms, you are given choicemifr
MD5 and SHAL. Here, we have chosdb5 from theAuth Algorithm
drop-downlist. From theGroup drop-down listGROUP_2.Please note that
both VPN sites have to choose the same graugure44)

Encapsulation

ISAHKP Algotithm

ENC Algarithm EER
ALITH Algorithm fmos =]
Graup forouP 2 x|

Figure 44 The IPSec Encapsulation Settings

Step 6. From thelPSec Algorithm categoryyou can choose eith&@ata

Encryption + Authentication or Authentication Only.

Select thédata Encryption + Authentication option. For the encryption
algorithms, you are given choices from 3DES, DEESAL28, AES-192,
AES-256 and NULL. In this example, we have cha3BES from theENC
Algorithm drop-down listFor the authentication algorithmgD5 and
SHAL are availableChooseVID5 from the drop-down listFigure4s )

IPSec Algorithm
« Data Encryption + Authentication
EMNC Algorithm |JDES =
AUTH Algorithm |MD3> |
 Authentication Only

Figure 45 IPSec Algorithm Settings




Step 7. Under theOptional Item category, folPerfect Forward Secrecyselect
GROUP1 from the drop-down list. For tHSEAKMP Lifetime field, enter
3600. For théPSec Lifetimefield enter28800Q Select theMain mode radio
button in theMode section. (Figure 46)

Optional ltem

Perfect Forward Secrecy [GROUP 1 +|

ISAKMP Lifetime [3600 Seconds

IPSec Lifetime (23200 Seconds

Mocde & Main mode © Aggressive mode

Figure 46 IPSec Autokey - Perfect Forward Secrecye#ting

Step 8. IPSec Autokey settings completedkigure47)
i Mame Gateway [P IPSec Algorithm Configure

WEN_S Dynamic IP 30ES fMDS Modify | Remove

Mew Entry
Figure 47 Company A IPSec Autokey — Settings Compkd



Step 9. Go toPolicy Object > VPN > Trunk. Click on theNew Entry button and
then proceed with the followingtFigure 48)
= In theNamefield, enter a unique name for the trunk.
= For theFrom Sourcesetting,selectLAN.
= IntheLocal Source / Maskfield, enter 192.168.10.0 / 255.255.255.0.
= From theTo Destinationcategory, seled@emote Client
= AddVPN_A in theTunnel field.
= Check theShow remote Network Neighborhoodcheckbox.
= Click OK. (Figure49)

Mew Entiy Trunk
e [PSec_VPN_Trunk
From Source = pan DMz
From Source Subrist [ Mask jaz2.168 100 12552552550
To Destination

' To Destination Subnet { Mask ]I 1|

' Remots Cliert
ne

« .- Avadabls Tunnel —-» « ove Splected Tunnel -—»
[ Remove |
Add

Keep allve P . ||

¥ Show remetls Network Neighborhood

ok Cancel
Figure 48 New Entry Trunk Settings
i Mama Source Subinet Destination Subnkel Turtnal Configire
Q|  Psec.vPNTr 192168100 Remate Cliert VPN_A Mo Aemave.| P |

New Enliy
Figure 49 VPN Trunk Settings Completed



Step 10. Go toPolicy > Outgoing.Click on theNew Entry buttonand enter the
following settingstFigures0.)
= Authentication User: SelectAll_NET .
» Schedule:SelectSchedule_1
= QoS SelectQoS_1
» Trunk: SelectiPSec_VPN_Trunk
= Click OK. (Figure51)

Commert ! I

Add Mew Policy

Source Address |Inside_.&.n3-' ﬂ
Destination Address foutside_smy =]
Service | arry -]
Schedule | Schedule_1 =]
Authiertication User | ai_rET =]

Trurk [IPsec_vPH_Trunk =

¥ pErmiT &Ll T DENY ALL

Action, WA Part
T omapr Towianz T owanz T wiang

Tratfic Log ™ Erable

Statistics I Enable

Cortent Blocking T owrL T oseript T rep Tm T Downlosd T Upload
Ceoicy jmos 1 x|

MAX. Concurrent Seszions |IZ| (0. means unlimitad )

GCuota Per Sezsion IEI HBytes
Guota Per Diay |El MBytes

[#].4 Cancel
Figure 50 VPN Trunk Outgoing Policy Settings
Source Destination Semice | Action Option Configure I ove
Inside_Any Outside_fny ANy RGP | | | | |..f—;’ Modify | Remove | Pause TD|1 ~]

Mew Entry
Figure 51 VPN Trunk Outgoing Policy Settings Compleed



Step 11. Go toPolicy > Incoming.Click on theNew Entry buttonand enter the

following settingstFigures2)

Schedule:SelectSchedule 1
QoS: SelectQoS 1

Trunk: SelectiPSec VPN _Trunk
Click OK. (Figures3)

Coemiment | IMex. 64 charactars)

A Peww Policy

Sowce Addrass Otk Ay :_]

Destination Address Inside_toy |

Service |an =]

Schedule |Zehedde_1 =]

WM Trunk |IPEzc_WEN_Truri |

Achion, VAN Port ¥ eeriaT [ pEvey

Traffic Log [ Ensble

Statistics [ Enssle

Qs |aos_1 =]

M. Concurrent Seszionz !I:Ii[ Range 1 -22399 0 mesnes unlmied §

Crliota Per Sesson F KEntes [ Range: 0 - 923999 )

Giucta Per Day 1':'_ WBytes | Fange: (- 2535995 )

PlaT ™ Ensble

Figure 52 VPN Trunk Incoming Policy Settings

Source Cestination Serice | Action Cption Configure Move

Outsice_Any Inside_Any(Routing) ane | YEM (O | | | | ] | _Modily | Remove | Pause | To[1 =]

Mew Entry
Figure 53 VPN Trunk Incoming Policy Settings Compléed




Company B’s PC has the real IP addres811.22.22.22Proceed with the
following steps:

Step 1.

From the Windows 2000 start menu, clgtart > Run. (Figure54 )
o

2] "E”

17 et Program Access and Defatlts
H Windows Update
E"r‘_‘l New Office Docurmernt

\ 01y Open Office Document

2000 Professional

[dhstare [| 1] @ G © || & v socurity Fire.. | D macromedia P, | 211453000 parul_. | 53000 Marusal... |

S AL AFMVE 11maam

Figure 54 Start the IPSec VPN Setting in Windows 2D



Step 2. Entermmc in the Openfield and clickOK. (Figure55 )

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

operi [T =

ik I ‘Cancel | Browse.., |

Figure 55 Starting the Windows 2000 IPSec VPN Corguration

Step 3. From the main drop-down menu, goGonsole> Add/Remove Snap-in
( Figure56 )

"Hi Consolel

[ onccle sincon v || [ o2t (Gl | T

gl M Cerl+hl
Save Chr4s

Chrl4+M

Exit

Figure 56 Add / Remove Snap-in.



Step 4. In theAdd / Remove Snap-inwindow, clickAdd. Then, inthe Add
Standalone Snap-invindow, selectP Security Policy Managementhen
click Add. (Figures7 )

[ R

1ove Snap-in ﬂﬁ{
Sta?'gda{mnsl Estensions I rl:_ B
Use this page to add or remove @ standalone Shap-in from the cansole,
','S'n'ap-ir_'is ﬁded-’b I@ Console Root j @I

 Awalable Standalone Snapdns:
[ Snapin | Wendar =]
[_IFolder
@Gloup Palicy Microsoft Carparation
BB Indeving Service Microzoft Corparation, |...
IP Securi i i
@] Link ta'web Address
Local Users and Groups Micrasoft Carporation
&9 080 Defrag Professiorial Edition 0#%0 Software GrbH
—.Es:'ascri;jtiwu ﬁ Performance Logs and Alerts Microsoft Carporation

@ Removable Storage Management HighGround Systems. [nc.
@ Security Configuration and Analpsiz Micrasoft Corporation LI
=4

~ Description-

Intetnet Protocol Security [IPSec] Administration. Manags [PSec

Femave s ! : R
- policies for secure communication with ather computers.

Add Clase

Figure 57 Adding IP Security Policy Management



Step 5. SelectLocal Computer, click finish. (Figuress )

Select Computer

Select which computer this Snap-in will manage
“wihen this console is saved the location will also be zaved

" Local computer
The computer this conzale s rnning an

£ b anage domain policy for this computer's domain

™ Manage domain policy for anether domair:

" Anather computer:

I Browze.. |

«Back I Firigh I

Cancel

Figure 58 IP Security Policy Management Selection




Step 6. IP Security Policy Management Ready for Configumati¢ Figure59 )

" Console1 - [Console Root\IP Security Policies on Local Machine] =& x|

|81 i wivion s D & | m[=lalx
| action view Favories H &= \ |2 HE ad

Tree | Favorites | Mame / | Deseription | Palicy Assigned [
[ console Roat | A client (Respond Only)  Communicate narmally (uns... Mo
B Secure Server (Requir... For all P traffic, always req...  No

rver (Request Secu... For all P traffic, alvaysreq...  No
M_E Mo
EAven_E No

et

I
Figure 59 IP Security Policy Management Ready for @nfiguration



Step 7. Right-click on thdP Security Policies on Local Machineand select
Create IP Security Policy (Figure60 )
18] x]

" Console1 - [Console Root\IP Security Policies on Local Machine]

[%8) consol window el DS | m|=lsix
| action view  Favorices H &= B@m| |2 HE s

Tree | Favorites | [[Mame ~ | Deseription | Palicy Assigned [

3 Consdle Rack A client (Respond Only)  Communicate narmally (uns... Mo

L, For all P traffic, alvaysreq... Mo

. For all P raffic, slways req... No

Manage IP filker

No
#ll Tasks 3 Mo
View L2

Mew Window From Here

New Taskpad View..,

Refresh
Export List...

Help

[ I— ]

(Create an IP Secuity Palicy

Figure 60 Create IP Security Policy



=lalxl
i 2%l D& | m|-lsix]

Welcame ta the IP Secuiity Policy wizard ‘

sigred |

This wizard helps you ereate an IF Secuity Policy, You wil
spesify the level of seoutty (o use when communicating with
specific:computers or groups of computers (subnets). and for
patticular IP tralfic types.

To continue, click Next

< Bk I Next > | Cancel

Figure 61 Starting the IP Security Policy Wizard



Step 9. In theNamefield, enter the VPN name. In tiescription field, enter a
description if desired.Figure62 )

20
IP Security Policy Name T
Mame this gecurnty polcy and optionally give it & briet descrption
—
Mame:
|‘+"F‘N_E
Deseription:
¢ Back Mext > Cancel

Figure 62 Designating a VPN name and description



Step 10. Ensure that théctivate the default response rulecheckbox is not
checked, and clichlext. (Figure63)

IP Security Policy Wizard ﬂﬂ

" 1 0l
Requests for Secure Communication
Specify how thiz policy rezponds to requests for secure communication.
o

The default responsze rle responds ta remote computers that request secuty, when rio
athier rile appliez. To communicate zecurely, the computer must respond ta requests far

FECUE communication,

[ Activate the default re_spu:unsé rule.

¢ Back’ I Meat » I Cancel

Figure 63 Leave the Box Unchecked




Step 11. In thelP Security Policy Wizard window, checkEdit properties and
click Finish. ¢Figure64 )
IP Security Policy Wizard 2] x|

Completing the 1P Security Policy Wizard

-
a You have successfully completed specifving the properties
far your new 1P securnty policy.
ot
To edit vour IP zecurity policy now, select the Edit properties
check box, and then click Finish.

¥ Edit properties

To cloge thiz wizard, click Finizh,

¢ Back I Finizh I Cancel

Figure 64 IP Security Policy Wizard Settings Compled




Step 12. IntheVPN_B Propertieswindow, leave th&Jse Add Wizard checkbox
unchecked, and clickdd. (Figure65 )

21|

Rules |'Géneral l

Security rules for communicating with other computers
IF- Securty Bules:
IP Filter List | Filter iction | futhentication... | Tu
O <Dnamicy Default Besponse K.etberoz Mc
4| | 3
Add. | Edit... | HEmEyE | T Use Add wizard

oK I Cancel |

Figure 65 VPN_B Properties




Step 13. In theNew Rule Propertieswindow, clickAdd. (Figure66 )

Mew Rule Properties i _ﬂﬁl

Authentication Methods | Tunnel Setting I Connection Type
IP Filter List Filter Achion
=,
T The selected IF filter list zpecifies which network traffic will be
zecured with this rule.

IP Filter Lists:
M ame | Description |
O AllIEMP T raffic M atches all [ICMP packets bt
O AllP Traffic tatches all IP packets from this ...

O WPN_B LAN TO 'wWan
O PN B WM TO LAN

Remove |

0k I Caricel | Smply

Figure 66 New Rule Properties



Step 14. In thelP Filter List window, do not checthe Use Add Wizard
checkbox. Modify théNameinto VPN_B WAN TO LAN and then click

Add. (Figure67)

2| x|

= A P Hlker list iz compozed of rltiple filters. |n thiz way mulbiple subnets; IP

i:: addrezzes and protocol: can be combined into ane [P filker.

I armne:

WEMN_B WOAN TO LAM
Description: ddd... |
= Edt. |

;I Hemiove |

Filters: [T Use Add wWizard
Mirru:urad| [rescription | Protacol | Source Port | Destination
a | »

ok | Concel |
7

Figure 67 IP Filter List



Step 15. In theFilter Properties window, beneatlsource addresselectA

specific IP Addressfrom the drop-down menu, then type in Company B’s
WAN IP address 211.22.22.22 and subnet mask 25225255 into the
fields. After that, from the drop-down menu bendadéstination address,
selectA specific IP Subnet then enter 192.168.10.0 as Company A’s
LAN IP address, and 255.255.255.0 as subnet maskobDcheckhe
Mirrored. Also match packets with the exact oppos# source and
destination addressesheckbox  Figure68 )

Filter Properties 5 ﬂﬁl

Addreszing |F'ru:utu:u:u:u|| Descriptiunl

~ Source address;
I.-’-‘-. zpecific |P Address ;I

IPAddess: | 211 . 22 . 22 . 22
Subnat mask: | 255 . 255 . 255 _ 255

— Destination address:
A specific |P Subnet LI

Phddess | 192 . 168 . 10 . O
Subnetmask:l 255 . 255 . 255 _ )

I Mirored, Alzo match packets with the exact opposite source and
dezstination addreszes,

Ok I Cancel Applhy

Figure 68 Filter Properties




Step 16. The settings are now complete. Closelthé&ilter List. (Figure69 )

2| x|

= A P Hlker list iz compozed of rltiple filters. |n thiz way rrnJ-ItipIe subnets; [P

i:: addrezzes and protocol: can be combined into ane [P filker.

I armne:
WER_B WM TO LAM

Dezchptior:
= Edit.. |
;I Remove |

[ Usze Add wizard

Filkers:
Mirru:urad| [rezcription | Protacol | Source Port | Deztination
Mo Ay AR AR

Cloze: Caneel |

Figure 69 IP Filter List Settings Completed.



Step 17. In theNew Rule Propertieswindow, click on theFilter Action tab and
then checkRequire Security. Next, clickEdit. (Figure70)

Mew Rule Properties 18 2 =]

Authentication Methods I Tunnel Setting | Connection Type |
IF Filter List Filter Action

The selected filker action specifies whether thiz rule negotiates
far secure network: traffic, and hiow it will zecure the traffic,

Filter &.ctions:

M ame | Description |
O Permit FPemit unzecured IP packets to ...
{2 Request Security [Dptional] Arccepts unsecured communicat. ..

Accepls uns

®

Require Security ured cammunicat...

add. | Edt. | Remave | [ e addwizad

Cloze I Earncel | Apply

Figure 70 Filter Action Setting




Step 18. In theRequire Security Propertieswindow, selecNegotiate security
and checlSession Key Perfect Forward Secreogn the bottom¢Figure
71)

Require Security Properties 5 ﬂﬁl

Securty Methods | General |

i Permit
{™ Block

%" Megatiate securiby:

Security Method preference arder:

Type | &HIntegity | ESP Confidential... | ES Add..

Custom <Miones aDES SH _

Cugtorn <Mores 3DES tL Edi... |

Cuztom <Mones DES SH

Cuigtom <Mone: DES pC Femove |
Miove up |

4| | _!J Mowve down |

IV Accept unzecured communication, bt abways respond uzing IFSec
[ Allow unsecured communication with non |PS ec-aware compter

¥ Session key Perfect Fonward Secrecy

Ok I Cancel it 1]

Figure 71 Select Session Key Perfect Forward Secyec




Step 19. From within theSecurity Method preference orderlist, select the
security methodQustom / None / 3DES / MD} click Edit. (Figure72 )
21|
Security Methods | General |

" Permit

" Block

" Megotiate security:

Security Method preference order:

ly | ESP Confidential. | ESP Integrity | KewLih Add..
ADES MDS 0000
3DES SHAT 10000C Edit.,
DES SHA 10000¢

DES DS 10000c Femove |

Meve.op |
: -

V¥ Accept unssoured communication, but always respond using IPSec

I Allow unsecured communication with non 1PS ec-awars compuber

IV Session key Perfect Forward Secrecy

ok | cancel | Apply

Figure 72 Editing the Security Method



_____________________________________________________ .
Step 20. SelectCustom (for expert users),and clickSettings (Figure73)
2l

Security Method: I

" High [ESF)

[ata will be encrypted. suthentic and unmadifisd

£ Medium [&H]

D ata will be authentic and unmodified. but will not be encrypted:

%' Custom [for expert users]

Settin‘gs... |

(0 I Cancel I Bople

Figure 73 Custom Security Method




Step 21. CheckData Integrity and encryption (ESP) and selecMD5 for
Integrity algorithm and3DESfor Encryption algorithm from the drop-
down menu. Chectenerate a new key everyand enter 28800 in the
seconddield, then clickOK to return taNew Rule Propertieswindow.

(Figure74 )

Custom Security Method Settings =]

Specifu the settings for this custom security method,
[T Data and address integrity without encrption (4H) |

| rternity oot

[Mbs =
¥ Diata integrity and srcription [ESF):
Irtegrity slgarith:

[vos =]
Encivption algarithm:
|3DEs =
Session Key Settings:
[T Gererate & new key event: ¥ Gersiate a new ke svery

[Tooona Kbytas. [28a0d seconds

ok | cancel |

Figure 74 Custom Security Method Settings




Step 22. In theNew Rule Propertieswindow, click onthe Connection Typetab
and selecAll network connections (Figure75 )
2l x|

IF Filter List | Filker A.ction |
Authentication kMethods I Tunnel Setting Connection Type

C1gC 1] This rule only applies to netwaork traffic over connections of
the zelected type.

i+ Al network connections
" Local area nebwork [LAR]

i~ Remote access

Cloze I Cance| I Apply

Figure 75 Connection Type Setting




Step 23. In theNew Rule Propertieswindow, click onTrunk Setting tab. After
that, checklhe trunk endpoint is specified by this IP Addressthen
enter 61.11.11.11 &ompany A’s WAN IP addresgrigure 76 )

2|

IP Filter List | Filter Action
Avthentication Methods Tunnel Setting | Connection Type
=+ The tunnel endpoint is the tunneling computer closest to the
- IF traffic destination, az specified by the aszociated P Filker

List. It takes bwo rules to describe an IPSec Tunnel.

7 Thiz nile does ot zpecify an IPSec tunnel,
% The tunnel endpaint iz specified by thiz IP dddress:
61 .11 .11 . 11|

Close I Cancel I Apply

Figure 76 Trunk Setting




Step 24. In theNew Rule Propertieswindow, click onthe Authentication
Methodstab. Next, select a method and cliE#it on the right¢Figure

77)
New Rule Properties 2=l
IP Filter List | Filter Action
Authentication Methods I Tunnel Setting | Connection Type

The authentication method specifies how trust iz establizhed

between the computers. Offer and accept these

= = authentication methods when negotiating zecurity with
another computer.

Authentication kMethiod preference order:
hethod | Details | Ad

Eerberos

Edit...

Hemone

towe up

e dowir

L

Cloze I Camncel I Apply

Figure 77 Authentication Methods Setting




Step 25. SelectUse this string to protect the key exchange (preshed key), and
then enter the Preshared Key, 123456789 intoiehee frigure7s )

Edit Authentication Method Praperties N ﬂil

Authentication Method |

T he authentication method speci'f.ies how trust = established
% between the computers.

' wadindows 2000 default [Kerberos W5 protocol]

£ Use-a certificate friom this certificate authorit [CA]:

Browse. |

0 Use this string toprotect the key exchangs [preshared key):
123456789 =]

=]
Ok I Cancel I Apply I

Figure 78 Setting the VPN Preshared Key




Step 26. Click Apply, and then clickCloseto close the window:Figure79 )

IF Filtet List | Filter Action |
Authentication Methods I Tunnel Setting I Connection Type
Authertication methods specify how tiust is sstablished
éfg between computers. These authentication methads are -
= offered and accepted when negobiating security with ancther.
camputer,
:éi.uth_antiaﬂ!inn method preference order;
Method | Datails | Add.. |
Freshared Key 123456783
| ER =S e I
M e Sovin |
Cloze I [Carmel I Apply I

Figure 79 Complete the Authentication Methods Settig



Step 27. Complete the VPN_B WAN TO LAN settinggrigure8o )
2ix

Fules I Geﬁer;all

% Security rules for communicating with other computers

|F Security Rules:

IF Filter List | Filter Action | “Authentication. .. | Tu
WPR_B WAN TO ... Bequire Security Preshared Key E1
| <Dynarics Default Response Kerberos M
1] I 3|

Add. I Edit... I Remove I I Use ddd wizard
Closs I Eaticel: I Aepl I

Figure 80 Complete the VPN_B WAN TO LAN Policy Setng




Step 28. In theVPN_B Propertieswindow, do not checklse Add Wizard, Click
Add to create the second IP security rut€iguresi )
fven B Properties 2

Fiules I General I

ﬁ Securty rules for communicating with other computers
IP Securify Rules:
IF Filter Lizt | Filter fuction | Authentication. . I Tu
WER_B AN TO ... Fequire Security Freshared Key B1
O <Dynamic: Default Responze F.erberoz MNc
< | 21
add. | Edt. | Remove | 1 Useaddwisard

Clogse I Zancel I Apply I

Figure 81 The VPN_B Properties




Step 29. In theNew Rule Propertieswindow, clickAdd. (Figures2 )
s

Mew Rule Properties
| Connection Tyupe

duthentication Methods | Tunnel Setting:
IP Filter List Filter Action

Theselected IF filter kst specifies which network fraffic will be
affected by this e : .

il

IF Filker Lists:

Manme | Descrption

O All ICMP Traffic Matches sll ICMP packets betw. .
O AllP Tralffic Matches all IP packets fromthis ...

| Edi. |  FRemove |

Add.

[ ok ]|  cancel | apel

Figure 82 New Rule Properties




Step 30. In thelP Filter List window, do not checklse Add Wizard, Modify the
Nameinto VPN_B LAN TO WAN, then clickAdd. (Figures3 )

{ 1P Filter List _. 2l x|

- An IP filter list is composed of multiple fiters. |n this way multiple subnets, P
—,-:: addreszes and protocaols can be combined into ane [P filker.

WER_B LAN TO wiih
Edit...

Drescription:
j Remaove |
Filters: [T Use &dd'wizard
Mirru:uradl [rescription | Protocol | Source Paort | Destiriation
n | »
Clogze: [Zanoe] |
2

Figure 83 IP Filter List



Step 31. IntheFilter Properties window, beneatlsource addresselectA
specific IP Addressfrom the drop-down menu, then enter 192.168.16.0 a
Company A’s LAN IP address and 255.255.255.0 felStibnet mask
After that, selecA specific IP Addressfrom the pull-down menu beneath
Destination addressthen enter 211.22.22.22 as Company’s WAN IP
Address and 255.255.255.255 for Bigbnet mask Note, do not enable
Mirrored. Also match packets with the exact oppos# source and
destination addresses/Figure8s )

2]

Addressing | Fratacal I Descriptiah I

~ Source address:
IA specific |P Subnet ;I

IPaddess: | 192 . 168 . 10 . O
Subnet mask: I 255 . 255 . 255 . O

— Diestination addrezs:

O zpecific |P Address _:I

IPaddess: | 211 . 22 . 22 . 22
Subnet mask: I 255 . 255 _ 255 _ 955

- Mirrared. Also match pa_ckets with the exact opposite source and
destination addresses.

0] I Cancel Lpply

Figure 84 Filter Properties




Step 32. Settings completed, close thHe Filter List . (Figuress )

2| x|

= & P filter lizt iz composed of multiple filters. In this wap multiple subnets, P

i:: addrezzes and protocol: can be combined into ane [P filker.

I armne:
WYER_B LAM TO 'WaAN

Description: Add... |
al Edi.. |

;I Remove |

Filters: [T Use Add wWizard
Mirru:urad| [rezcription | Protacol | Source Port | Deztination

1| | =
Cloze: I Caneel |

4

Figure 85 IP Filter List Settings Completed



Step 33. IntheNew Rule Propertieswindow, click on the-ilter Action tab;
CheckRequire Security and then clickedit. (Figuress )

Mew Rule Properties 18 2 =]

Authentication Methods I Tunnel Setting | Connection Type |
IF Filter List Filter Action

The selected filker action specifies whether thiz rule negotiates
far secure network: traffic, and hiow it will zecure the traffic,

Filter &.ctions:

M ame | Description |
O Permit FPemit unzecured IP packets to ...
{2 Request Security [Dptional] Arccepts unsecured communicat. ..

Accepls uns

®

Require Security ured cammunicat...

add. | Edt. | Remave | [ e addwizad

Cloze I Earncel | Apply

Figure 86 Filter Action




Step 34. In theRequire Security Propertieswindow, checkSession key Perfect
Forward Secrecy (Figure87 )

Require Security Properties N ilil

Securnty Methods | General |

' Permit
i Block

{* Megotiate zecurity:

Secirity Method preference arder:

Type | &HIntegity | ESP Confidential.. | ES Add...

Cuztom <Mones JDES S5H _

Cugtormn <Mones IDES ML Edif. |

Ciztom <M ones DES SH

Cuztom <Mone: DES kL Hemoye |
hiaye Lup |

! ' i [ B

V' Accept unzecured communication, bt ahways respond uging IPSec
[ Allaw unsecured communication with nan |PS ec-aware computer

¥ Session key Perfect Forward Secrecy

Ok I Cancel it 1]

Figure 87 Select Session key Perfect Forward Secyec




Step 35. From theSecurity Method preference ordetlist, select the security
method: Custom / None / 3DES / MDD}, click Edit. (Figuress )

E——— =
Require Security Properties B i

Securty Methods | Genaral |

™ Permit
" Block
%" MWegaotiate security:

Security Method preference order:

Tupe | &H Integrity | ESP Confidential.. | ESP Add...

Custamm <Mones ADES SHA _

~ustam <Manex A Edit... |

Custam ¢Mones DES SHA

CLizham <Mones DES MOE Remave |
Move up |

ﬂ | ﬂ tave dovan |

v Accept unzecured communication, but alwaps respond using IPS ec
[T Allow unsecured communication with non |PSec-aware computer

W Session key Perfect Forward Secrecy

k. I Cancel Apply

Figure 88 Set the Security Method




Step 36. SelectCustom ( for expert users), and clickSettings (Figureg9 )
if Security Method 2]

Figure 89 Custom Security Method Settings



Step 37. CheckData integrity and encryption. From the drop-down menus, for
Integrity algorithm selectMD5 and forEncryption algorithm select
3DES. CheckGenerate a new key everyand enter 28800 in tlseconds
field, then clickOK to return toNew Rule Propertieswindow. (Figure
9 )

Custom Security Method Sektings - 21 x|
Specify the zettingz far thiz custom security method,

[T Data and address interity without ercyption [&H] :
|rteqriti &lmarnthm:

[MO5 7]
v Drataintegrity and encryptioh [ESPY:
Integrity algarithi:
|MD5 =l
E ncreption algorithm:
| 3DES =l

Seszzion Key Settings;

[ Gn_anera'te a new key eveny: v Gn_anera'te a new key eveny

| 100000
s khytes 28600 seconds

(] 8 I Cancel

Figure 90 Custom Security Methods Settings




Step 38. In theNew Rule Propertieswindow, click on theConnection Typetab
and selecAll network connections (Figure91 )

Mew Rule Properties N ilil

IP Filter List | Filter &ction |
Authentication Methods I Tunnel Setting Connection Type

ﬁ T hiz'rule only applies to network traffic over conrections of
the zelected tupe,

= All netwark connections

" Local area nebwork [LAN]

" Remate access

Cloze I Earncel Apply

Figure 91 Connection Type Setting




Step 39. In theNew Rule Propertieswindow, click on theTrunk Setting tab.
After that, selectThe trunk endpoint is specified by this IP Address
then enter 211.22.22.22 as Company B’s WAN IP a$dreigure92 )

Mew Rule Properties el L

I Filter List | Filter Action
Authentication Methods Tunnel Setting | Connection Type
=+ The tunrel endpoint i the tunneling computer closest ta the
-

[P traffic destination, az zpecified by the azzociated |P Filter
Lizt, It takes bwo ules to describe an IPSec Tunnel,

™ Thiz rule doez not zpecify an IPSes tunnel,
¥ The tunnel endpaint iz specified by this P Address:
211 . 22 . 22 . 22

Cloze I [Eanzel Spply

Figure 92 Trunk Setting




Step 40. In theNew Rule Propertieswindow, click onthe Authentication
Methodstab. Next, select a method and cliE#it on the right¢Figure

93)
Mew Rule Properties 8 ilil
IP Filter List | Filter &ction
Authentication Methods | Turnel Setting | Connection Type

between the computers. Offer and accept theze
authentication methiods when negatiating zecurity with
arother computer,

The authentication method specifies how tust is established

Authentication Method preferenu:e order;
| Methad | Details | Add...

k.erberog

Edit...

Femose

floveElE

il

i e dawn

Claze I Eancel Apply

Figure 93 Authentication Methods




Step 41. SelectUse this string to protect the key exchange (preshed key), and
then enter the Preshared Key, 123456789, in the fieigure94 )

Edit Authentication Method Properties L ed b4

Authentication Method |

T he authentication method specifies how trust 1z establizhed
between the computers.

=l =l

C windows 2000 default [Kerberos W8 protacol)

" Usze a cerificate from this certificate autharity [Ca)

Hrowee:, |

% |Uze thiz shing to protect the key exchange [preshared keyl:

123456759 =]

=
0K | Cencel | apob |

Figure 94 VPN Preshared Key Settings




Step 42. Click Apply, then clickCloseto close the window.Figure9s )

Mew Rule Properties 1 illl

IP Filter List | Filter Action
Authentication Methods | Tunnel Setting I Connection Type

between the computers. Offer and accept theze
authentication methiods when negatiating zecurity with
arother computer,

The authentication method specifies how tust is established

Authentication Method preferenu:e-u:urder:

| Methad | Details | Add... |

Prezhared Key 123456783
Femoyve |

floveElE |
i e dawn |

Claze Eancel Apply

Figure 95 New Rule Settings Completed



Step 43. Configure the VPN_B LAN TO WAN settingg.Figure 96 )

2 x|

Rules | General I

% Security riles for communicating with ather complters
IF: Securty Bules:

I Filter List | Filter ction | suthentication... | Tu
WPM_B waM TO ... Require Security Prezhared Fey el
WPH B LANW TO ... Require Securty Preshared Key Bl
O <Dynamics Default Rezponze k.erberos M
4 | 1

Add... ity | FEmos e | [T Usze Add wizard

Cloze I [Eanee| |

Figure 96 Complete the VPN_B LAN TO WAN Rule Settigs




Step 44. In theVPN_B Propertieswindow, click onthe Generaltab and click on
Advanced. (Figure97 )

21|

Rulez General |

IP zecurity policy general properties

I ame:

|VF'N_E

Des_criph'cun:
=
|

Check for policy changes eveny:

|-I a0 mirtels]

K.ey Exchange uzing theze settings:

Advanced... |

Cloze I [Eameel

Figure 97 The VPN_B General Setting




Step 45. CheckMaster Key Perfect Forward Secrecyand then clickMethods.
(Figure98 )

Key Exchange Settings § ilil

v Master key Perfect Forward Secrecy
Authentizate and generate a new kew after even.

45l minutes

Anthienticate and gemerate & new ke atten even

7

EeEzinn]E]
Pratect identities with these security methads:
Methods..,

[

Internet Key Exchange [IKE] fu:ur'With_ws_EElEIEI
Jointly developed by Microsoft and Cisco Systems, Inc:

Ok, I Cancel

Figure 98 Key Exchange Settings




Step 46. Click Move up or Move downto arrange the order of the selected item,
and clickOK. (Figure99 )

Key Exchange Security Methods i 21 x|

% Pratect idertities during authentication with theze secuty
methods.

Security Method preference order:

Type | E ncroption | [rtegrity | L .-'f-.dd..: |

§

IKE 3DES SHAT § Edit... |

IKE DES SHAT L

IK.E DES MO5 L Remove |
fd Ere g |

4| | x| Mo dovn |

oF, I Cancel

Figure 99 Arranging the Security Methods




" Console1 - [Console Root\IP Security Policies on Local Machine] =& x|

e D =& m|=lsix
| action  view Favories H &~ 8@ | &2 Hﬁ Bt

Tree | Favorites |

Name_/ [ Description | Policy #ssigned |
A Cliert (Respand Only)  Communicate normally (uns...  No
A secure server (Reauir... For all TP traffic, always req...  No
Serwer (Request Secu... For all 1P traffic, always req...  No

(] Console Rook
8, 1P Security Policies on L

W E iz
WPN_E fo
WPH_E o

| 4l 1|
Figure 100 Windows 2000 IP Sec VPN Settings Compéet



Step 48. Right-click on VPN_B and click oAssign (Figure101 )

" Console1 - [Console Root\IP Security Policies on Local Machine] =&l x]
|81 console window  belp \J 0| |;IEI5I
| action  view Favories H e Bm XEB| 2 |Jﬁ§’.’ /8 8
Name_/ [ Description Policy Assigned |

A Cliert (Respand Only)  Communicate normally (uns...  No
ecure Server (Requir... For all IP traffic, always req...  No

Tree | Favorites |

(] Console Rook
8, 1P Security Policies on L

erver (Request Secu... For all P traffic, alwaysreq...  No
PH_B N
EAven s No
B IEEY
Al Tasks. 3
Delete
Rename
Properties
Help

| —
|
|Assign this policy, attempt to make It active | || Al e

Figure 101 Assigning the VPN_B Security Rules




Step 49. The IPSec Service needs to be restarted in ordéhndcsettings to take
effect. ClickStart > Setting > Control Panel (Figure102 )

%’ Set Program Access and Defaults

*a Windows Update:
':'éj New Office Docurnent

| iy Open dfice Document:

: Programs

.- @ Documents
&

N (2] Network and Dial-up Connections  *
Prinkers

Z (% Search

@ Help ) Taskbar & Start Mend, .
:: yi Rur..,
3 Shut Do
[hstare || 1] @ 3 © || &uisecurty . | DmamomedaF...| Hims3000 pan. .| Frconsoes -[c...| Hieng-msaonc-.. | G s AERMYE zueen

Figure 102 Enter the Control Panel



Step 50. In theControl Panel window, double-cliclkon Administrative Tools.
( Figure 103 )

3 Control Panel =lslx]

Flle Edt View Favortes Toos Help |

bk - = - (2] Qoearch Throders (3 | HE X o |
Address [ control Panel =] @eo ‘
s T o 5 ;
] & : Gy
& iiccessibiity! AddjRemove AddRemove Administrative Automatic  Date/Tme  Display  Folder Gptions  Fonts
Control Panel { Options | Hardware  Pragrams Tacks Updstes Controllers
e . f - 7 @
Use the settings in Control Panel to Q 1_¢J ) %:\) =2 € ﬂ&: @ @
personalize your computer, —
Internet Java keyboard Mause  Networkand NVIDIArWiew Phoneand  Power Options  Prinkers Regional
Select an item to view its description.  Options Dialup Co...  DeskiopM...  Modem ... Options
Windops Updats [ :I \@’: 5 = i &
Windows 2000 Support ol = 20
Scomnersand  Scheduled  Soundsand  Spesch System  Text Services  Users and
Cameras Tasks Multimedia Passwords

/27 chiectis)

Figure 103 Enter the Administrative Tools
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Step 51. In the Administrative Tools window, double-click o®ervices
(Figure 104 )

g [ 3
| action  view H - = | @ H » I

Tree | Name_/ [ Description [ status [ Startup Type [ Llogonds | =
i NET Runtime Optim... Mirosoft ... Manual LocalSystem
;Aduhe LM Service AdobelM ... Manual LocalSystem
B Alerter Hoifies sel... Marual Localsystem
% application Manage. .. Provides s... Manual Localsystem

8 A5P HET State Serv... Providess. Manual VASPNET

G Automatic Updstes  Enablesth... Started  Automatic LocalSystem
Background Intelig...  Transfers f... Manual LocalSystem
%0 ClipBock. Supparks ... Manual LocalSystem
4 COM+ Evert System  Providesa,.. Started  Manual LocalSystem
i Command Service: Started  Automatic Localsystem
G Computer Browser  Maintainsa... Started  Automatic LocalSystem
8 DHCP Client Manages Started  Automatic LocalSystem
% Dictributed Link Tra... Sendenotif... Stated  Automatic LocalSystem
4 Distributed Transac...  Coordinate. .. Manual Localsystem
DS Client Resolves Started  Automatic LocalSystem
g Event Log Logs event,,. Started  Automatic Localsystem
84 Fax Service Helps you .. Wanual Localsystem
%8 Indexing Service Disabled LocalSystem
S Internet Connectio...  Provides ... Manual LocalSystem
nIPSEC Policy Agenk ManagesL.. Started  Automatic LocalSystem
“Logical Disk Manager  Logicsl Disk...  Started  Automatic LocalSystem

SaLooical Disk Manage...  Administrat... Manual LocalSystem =
Machine Debug Man... Supportslo.. Started  Automatic LocalSystem
y ger Sendsand ... Started  Automatic LocalSystem
B hiet Logon Supparks p... Manual LocalSystem
NetMeeting Remate.,. Alows aut.., Manual LocalSystem
Network Connections Manageso...  Started  Manual LocalSystem
Network DDE Provides n... Manual Localsystem
Network DDE DSDM Managess. .. Manual LocalSystem
Hetwork Moikor Started  Automatic LocalSystem
BBANT LM Security Sup...  Providesss.., Manual LocalSystem
nNVIDIA Display Driv... Providess.. Started  Automatic LocalSystem
4 080 Defrag O Defra,.. Started  Automatic LocalSystem
3 Office Source Engine  Saves inst..., Manual LocalSystem
Performance Logs a... Manual LocalSystem
4 Plug and Play Started  Automatic Localsystem
Fortable Media Seri...  Retrievest, . Manual LocalSystem
4 Print Spocler Loads files ... Started  Automatic LocalSystem

i start H 8 50 “ @Mulus”.| @Macru.ul 530, | “Bycanso. I@]Enng‘.‘l [maladmini,

[y sera.

Figure 104 Enter the Services
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Step 52. In theServiceswindow, right-click onlPSec Policy Agentand click on

Restart. (Figure105 )

g [ 3
@ H ¥ 1]
Tree | Name_/ [ Description [ status [ Startup Type [ Llogonds | =

Py Servums flocad |0 MET Runtin Optim. .. Microsoft ... Manual LocalSystem
;Aduhe LM Service AdobelM ... Manual LocalSystem
B Alerter Hoifies sel... Marual Localsystem
% application Manage. .. Provides s... Manual Localsystem

8 A5P HET State Serv... Providess. Manual VASPNET
G Automatic Updstes  Enablesth... Started  Automatic LocalSystem
Background Intelig...  Transfers f... Manual LocalSystem
%0 ClipBock. Supparks ... Manual LocalSystem
COM+ Evert System  Providesa,..  Started Manual LocalSystem
i Command Service: Started  Automatic Localsystem
G Computer Browser  Maintainsa... Started  Automatic LocalSystem
8 DHCP Client Managesn... Started  Automatic LocalSystem
% Dictributed Link Tra... Sendenotif... Stated  Automatic LocalSystem
4 Distributed Transac...  Coordinate, Manual Localsystem
DS Client Resolvesa,.. Started  Automatic LocalSystem
g Event Log Logs event,,. Started  Automatic Localsystem
84 Fax Service Helps you .. Wanual Localsystem
%8 Indexing Service Disabled LocalSystem
S Internet Connectio...  Provides n, Manual LocalSystem

% Logical Disk Manager
“aLogical Disk Manag
Machine Debug Man..
N ger

B hiet Logon

HetMesting Remots

Hetwork Connections
hietwiork DDE
Hetwork DDE DSDM
Hetwork Moikor

BB T LM Security Sup...
S NVIDIA Display Driv. .
4 080 Defrag

i Office Source Engine
Performance Logs a...
4 Plug and Play

Fortable Media Seri...
4 Print Spocler

it
Stop
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EEsime

Al Tasks

Refresh

Proper|

Help
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Retrievest. ..
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Automatic
Manual
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LocalSystem
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Figure 105 Restart IPSec Policy Agents
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ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth * 512 Kbps
WANLIP : 61.11.11.11

ADSL/Cable Router ’
Downstream Bandwidth : 512 Kbps !
Upstream Bandwidth : 512 Kbps g
PCIP - 211.22.22.22

Multi Security
Firewall

Management IP :
192.168.10.1

Remote User LiAN

Client User
192.168.10.100

Figure 106 The NUS-MH2400G and Windows 2000 IPSed™N Deployment



Setting up an IPSec VPN Connection (Aggressive Mojlbetween Two
NUS-MH2400G Devices

Scenario:
Company A WAN IP : 61.11.11.11 LAN IP is 192.168.10.X
Company B WAN IP :211.22.22.22 LAN IP is 192.168.20.X

This example is based upon the use of two NUS-MI@&A0evices. In this scenario,
Company A’s internal uset,92.168.10.100equires tacreate a VPN connection with
Company B’s internal uset92.168.20.100for file sharing.

The LAN IP, 192.168.10.1, is the default gatewagompany A's NUS-MH2400G.
Proceed with the following steps:

Step 1. From within a browser, enter Company A’s LAN IP esk$, 192.168.10.1.
Go toPolicy Object> VPN > IPSec Autokey,then clickon theNew Entry
button. (Figure107)

[ Marme VAN | GatewaylP | IPSec Algarithm | Coffigure |

Mew Entry
Figure 107 IPSec Autokey




Step 2. Under theNecessary Itencategory, type&/PN_A in theNamefield. (Figure
108)

[Necessary Item

|Nama ||‘JPN_&

Figure 108 IPSec Autokey - Name Setting

Step 3. From within theTo Remotecategory, seledemote Gateway --Fixed IP
or Domain Name In the field, enter the remote IP address to eohto
Company B.(Figure 109)

To Remote

¥ Remote Gatewvay - 211222222

M. 99 charact
Fixed IP ar Damain Mame (Max characters)

I Remate Gatesway or Client -- Dynamic [P
Figure 109 IPSec Autokey - To Remote Settings

Step 4. From theAuthentication Method drop-down list, seled®reshare Enter the
Preshared Key(a maximum of 103 characters)rigure110)
Authertication Method [Prestare =]

Preshared Key 123436758 Mz, 103 characters)
Figure 110 IPSec Autokey - Authentication Method S&ing




Step 5.

From within theEncapsulation category]SAKMP algorithms (please
refer to the Common VPN Terms section for an exgtian) can be set. For
the encryption algorithms, you are given choicesitBDES, DES and AES.
In this example, we have chosgDES from theENC Algorithm drop-

down list.For theauthentication algorithms, you are given choicemifr
MD5 and SHAL. Here, we have chosgiHAl from theAuth Algorithm
drop-downlist. From theGroup drop-down lisStGROUP2. Please note that
both VPN sites have to choose the same graugure111)

Encapsulation

IS 8HMP Algarithm

EMIC Algorithim [s0Es =]
AUTH Algorithm [shar =]
Group [eroup 2 =|
Figure 111 IPSec Encapsulation Setting
Step 6. From thelPSec Algorithm categoryyou can choose eith&@ata

Encryption + Authentication or Authentication Only.

Select théData Encryption + Authentication option. For the encryption
algorithms, you are given choices from 3DES, DEESAL28, AES-192,
AES-256 and NULL. In this example, we have cha3BES from theENC
Algorithm drop-down listFor the authentication algorithméD5 and
SHAZ1 are availableChooseMD5 from the drop-down list.Figure 112)

IPSec Algarithm

* Data Encryption + Authentication

ENC Algorithm jaoes =]

AUTH Algarithm jmps =]

Figure 112 IPSec Algorithm Setting



Step 7. Under theOptional Item category, folPerfect Forward Secrecy select
GROUP1 from the drop-down list. For tHSEAKMP Lifetime field, enter
3600. For théPSec Lifetimefield, enter28800. (Figure 113)

|Optional item

|Perfect Forward Secrecy ﬁGRﬂUPl =
ISAKMP Lifetime [F55 " seconds
IIPSec Lifetime IEW Seconds

Figure 113 IPSec Autokey - Perfect Forward Secrec$etting

Step 8. For theMode option,selectAggressive moddrefer to the Common VPN
Terms section for an explanation).
TheMy ID andPeer ID fields are optional.

If used, both sites will need to enter in differétaddresses, for example
11.11.11.11 and 22.22.22.22 respectively. If algh#ters or numbers are
used as ID’s then they need to be preceded by@nheharacter, for
example, “@123a” or “@abcdl”Figure 114)

Mode " Main mode ¥ Aggressive mode
tly IO |11 111 (Msx. 39 characters)
Peer ID (@akcl 23 (Max. 39 characters)

Figure 114 The IPSec Aggressive Mode Setting

Step 9. IPSec Autokey settings completed:igure115)
i Marme Gateway [P IPSec Algorithm Configure
WP _A 21 222222 3DES fMDS Madify | Remove |

Mew Entry
Figure 115 Company A IPSec Autokey — Settings Comgtied



Step 10. Go toPolicy Object > VPN > Trunk. Click on theNew Entry button
and then proceed with the folltg: (Figure116)
» In theNamefield, enter a unique name for the trunk.
» For theFrom Sourcesetting,selectLAN.
» IntheSource Subnet/ MasKield, enter 192.168.10.0 /
255.255.255.0.
= From theTo Destinationcategory, selecfo Destination Subnet /
Maskand enter 192.168.20.0 /255.255.255.0.
= Add VPN_A in the Tunnel field.
= Check theShow remote Network Neighborhoodcheckbox.
= Click OK. (Figure117)
odify IPSec_ VPN_Trunk Trunk

Nt [lFsac_von_Trunk
From Sourca & Lan oMz
From Source Susnat £ Mask [192.168.00 1255385 2550
Ta Destinaton
% To Destnation Subnet  Mask fr3z.188200 f|2s5285.2550

7 Remols Clisnl

Tunfiel
< — Ayndlable Tunng —= # —em Splmcben TURNE] --mn
Heap abva P ||

[¥ Sk remete Metveark Meighbartacd

DK Cancsl
Figure 116 New Entry Trunk Settings
I Name Bource Subnet Degtinallon Subriat Tuhral Configura
2 PSac_WPN_Te 182.168.10.0 182 168.200 VPR_A Modik | Ramove | Pause

Mew Entry
Figure 117 New Entry Trunk Settings Completed



Step 11. Go toPolicy > Outgoingthen click on thé&New Entry button and
configure as belowrigure 118
= Authentication User: Select All_NET.
» Schedule:Select Schedule_1.
* QoS:Select QoS_1.
= Trunk: Select IPSec_VPN_Trunk.
=  Click OK. (Figure119)

Comment : I

Add hlew Policy

Source Address |Insiu:_ie_»'—‘-.n3-'j
Destination Addrass | outside_any |
Service |AN‘( j
Schedule | Scheduie_1 =]
Authertication Lizer jaI_NET =]

Trunk |IPsec_vPr_Trunk > |

Action, VWak Port

WV pERMT ALL T DENW ALL
T owang T ovieanz T wanz T viang

Tratfic Loy ™ Enshle
Statiztics ™ Enshle
Content Blocking M ouwre T oseipt [ opep T omt T Dowdload T Upload
Qo5 [@os1 =]

MaK: Concurrent Sessions

|':' (0: means nlimited 1

Guata Per Session

|U KBytes

Ducta Per Day |U MBytes
(] 4 Cancel
Figure 118 VPN Trunk Outgoing Policy Settings
Source Destination | Service | Action Cption Configure Move
Inside_Any | Outside Any ANY (BN | | |“é—'|@|5.’ Modify | Remove| | To |1 7]
MNew Entry

Figure 119 VPN Trunk Outgoing Policy Settings Compdted




Step 12. Go toPolicy > Incoming, click on theNew Entry buttonandenter the
following settingstFigure 120
» Schedule:selectSchedule 1
» QoS:selectQoS_1
» Trunk: seleciPSec_VPN_Trunk
= Click OK. (Figure121)

Camment | l (Wax 64 characiers)
Add few Polioy
Source Address |Outside_Anv Ll
Destination Address Ilnside_Any _v_I
SErice |ANY ﬂ
Scheduls |schedue_1 x|
P Trunk fiPsec_vPH_Trunk =]
Action, VWWan Port W eermir T pENY
Traftfic Log [™ Enabie
Statistics [T Erable
Q05 f@os1 =]
MAK. Concurrent Sessions IU { Range: 1 - 99959, 0; means unlimitedd 1
Guots Per Session |D KBytes [ Range: 0 -1993933 5
Cuota Per Day |D MBytes [ Range 0 -999999 )
MAT I Enabls
(8].4 Cancel
Figure 120 VPN Trunk Incoming Policy Settings
Source Destination Service | Action Option Configure Move
Outside_Any | Inside_Any(Routing) ANY m | | |®| c‘; Modify | Rernn\re| To IG

New Entry
Figure 121 VPN Trunk Incoming Policy Settings Compéted



The LAN IP, 192.168.20.1, is the default gatewagofmpany B’s NUS-MH2400G.
Proceed with the following steps:

Step 1. From within a browser, enter Company B’s LAN IP ef$, 192.168.20.1.
Go toPolicy Object> VPN > IPSec Autokey then clickon theNew Entry
button. (Figure122)

[ i ] Name | WAN | ocatewaylP | IPSecAlgorithm |  Configure |

New Entry
Figure 122 IPSec Autokey Headings

Step 2. Under theNecessary Itencategory, typ&/PN_B in theNamefield. Figure
123)
Mecessary [tem

Marme ‘ PM_B (Max. 12 characters)
Figure 123 IPSec Autokey - Name Setting

Step 3. From within theTo Remotecategory, seledemote Gateway --Fixed IP
or Domain Name In the field, enter the remote IP address to eochto
Company A.(Figure 124)

To Remcte

& Remate Gatewsy - B1.11.11.11|

iz, 99 charact
Fixed IP or Darmain Mame (Max characters)

i Remcte Gaterweay or Client -- Dynarmic IP
Figure 124 IPSec Autokey - To Remote Settings

Step 4. From theAuthentication Method drop-down list, seled®reshare Enter the
Preshared Key(a maximum of 103 characters)rigure 125)
Authentication Method [Preshare =]

Preshared Hey 1234567359 (M. 103 characters)
Figure 125 IPSec Autokey - Authentication Method SEing




Step 5.

From within theEncapsulation category]SAKMP algorithms (please
refer to the Common VPN Terms section for an exgtian) can be set. For
the encryption algorithms, you are given choicesitBDES, DES and AES.
In this example, we have chosgDES from theENC Algorithm drop-

down list.For theauthentication algorithms, you are given choicemifr
MD5 and SHAL. Here, we have chosgiHAl from theAuth Algorithm
drop-downlist. From theGroup drop-down lisStGROUP2. Please note that
both VPN sites have to choose the same graugure 126)

Encapsulation
IS 8HMP Algarithm
EMIC Algorithim [s0Es =]
AUTH Algorithm [shar =]
Graup [eroup 2 =|
Figure 126 IPSec Encapsulation Setting
Step 6. From thelPSec Algorithm categoryyou can choose eith&@ata

Encryption + Authentication or Authentication Only.

Select thédata Encryption + Authentication option. For the encryption
algorithms, you are given choices from 3DES, DEESAL28, AES-192,
AES-256 and NULL. In this example, we have cha3BESfrom theENC
Algorithm drop-down listFor the authentication algorithmdD5 and
SHAL1 are availableChooseMD5 from the drop-down list(Figure 127)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm [3DES  +]
AUTH Algorithm [MD5 -]
 Authentication Only

Figure 127 IPSec Algorithm Setting



Step 7. Under theOptional Item category, folPerfect Forward Secrecy select
GROUP1 from the drop-down list. For tHSEAKMP Lifetime field, enter
3600. For théPSec Lifetimefield enter2880Q (Figure128)

|Optional Item

|Parfect Forward Secrecy HGMUPl =]
ISAKMP Lifetime [0 seconds
IIPSec Lifetime IEW Seconds

Figure 128 IPSec Autokey - Perfect Forward Secrec$etting

Step 8. For theMode optionselectAggressive modédrefer to the Common VPN
Terms section for an explanation).
TheMy ID andPeer ID fields are optional. If used, both sites will need
enter in different IP addresses, for example 111111 and 22.22.22.22
respectively. If alphabet letters or numbers aezluss ID’s then they need to
be preceded by the ‘@’ character, for example, “@12r “@abcdl”.

(Figure129)
MMode 7 Main mode % Aggressive mode
Iy D (@abc!Z3 (M. 39 characters)
Peer D MA1A1N (e, 39 characters)

Figure 129 The IPSec Aggressive Mode Setting

Step 9. IPSec Autokey settings completed:igure 130
i Marme Gatewsay [P IPSec Algarithim Canfigure
WPh_B 61.11.11.11 SDES /MD3 Modify | Remove |

Mew Entry
Figure 130 IPSec Autokey — Settings Completed
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Step 10. Go toVPN > Trunk . Click on theNew Entry button and enter the
following settingstFigure131)
= Name: Enter a specific Trunk name.
= From Source: SelectLAN .
=  From Source Subnet / MaskEnter 192.168.20.0 / 255.255.255.0.
= To Destination: SelectTo Destination Subnet / Maskand enter
192.168.10.0 / 255.255.255.0 in the field.
* AddVPN_Bin theTunnel field.
= CheckShow remote Network Neighborhood
= Click OK. (Figure132)
Mew Entry Thunk
HName IFSBC_WN_TI'UH (Mac. 16 characlsrs)
From Source & ran © pmz
From Source Subnet /Mask FQ:‘ 168200 ;[255.255.255 0
.Tn Destination
% ToDestination Subnet | Mask “mz.mam.a 1{255.255.2550
™ Remete Client
Tunnel
= Awadabis Tunnel —= = . Selacted Turnel -—»
Heep alve P ||
¥ Show remote Netwarl Nesghborhood
QK t.‘-lrm_l_
Figure 131 New Entry Trunk Settings
I Wame Source Subne Destination Subnat Tishril Configlie
A, FSec WPN_Tr 192.166.20.0 192 166.10.0 YPN_B (Modify | Remive | Fause

Hew Enbry
Figure 132 New Entry Trunk Setting Completed




Step 11. Go toPolicy > Outgoingthen click on thélew Entry button and
configure as belowrFigure 133
= Authentication User: SelectAll_NET .
» Schedule:SelectSchedule_1
= Qo0S:Select QoS 1.

= SelectiPSec_VPN_Trunkfrom theTrunk drop-down list.

= Click OK. (Figure134)

Comment :

LA Blew Policy

Source &ddress Ilnside_Anv j
Destintion Address {outsice_sry = |
Service i.&N‘r‘ ll
Schedule |Schedule_1 =]
Authertication User f2I_HET ¥

Trunk | IPsec_vPN_Trunk =]

Acfion Wk Part

¥ PERMIT 2LL T DENY ALL
M owmiann T oviang T owana T owand

Tratfic Log

™ Enable

Statistics

™ Enable

Content Blocking

I urL T Serigt T P2p T M T Download [ Upload

G0s

joos_1 |

MoK, Concurrent Sessions

IU (0 means unlimted )

Gota Per Session

|El KBytes

Gucta Per Day

IU MBvtes

Figure 134 VPN Trunk Outgoing Policy Settings Compted

QK Cance|
Figure 133 VPN Trunk Outgoing Policy Settings
Source Destination | Service | Action Option Configure Move
Inside_Any Qutside_Any ANY m | | |,§—'|®|g Modify | Reml:we| To |1 'I
New Entry




Step 12. Go toPolicy > Incoming, click on theNew Entry buttonandenter the

following settingstFigure 135)

= Schedule:selectSchedule 1
QoS:selectQoS 1

Trunk: selectiPsec_VPN_Trunk
Click OK. (Figure136)

Camment | (Max. B4 characiers)

Add Mew Policy

Source Address IC_)utside_An\,f ﬂ

Destination Address fInside_any =]
Service I.ﬂ-.N“rr j
Schedule {Schedule 1 =]
8P Trunk |IPsec_wPn_Trunk =]

Ltion, WWAN Part ¥ permim T DERY

Traffic Log ™ Enable
Statistics I Enable
QoS joos 1 =]

MAX. Concurrent Sessions IU [ Range: 1 - 93392 O means unimited )

|D KBytes [ Ranoge: 0 - 999999

Ciiota Per Session

Guota Per Day ID WBytes [ Rarge! 0 - 995353
MAT I Enable
QK Cance|
Figure 135 VPN Trunk Incoming Policy Settings
Source Destination Service | Action Option Configure Move
Outside Any | Inside Any(Routing) | any | VB | | |@| 22| Modity | Remove| | To I -]
New Entry

Figure 136 VPN Trunk Incoming Policy Settings Compéted




Step 13. The completed IPSec VPN aggressive mode connes#iup (Figure
137)

ADSL/Cable Router
Downstream Bandwidth * 1500 Kbps
Upstream Bandwidth @ 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router 0

Downstream Bandwidth * 512 Kbps
Upstream Bandwidth @ 512 Kbps @

WAN IP : 211.22.22.22

Multi Security
Firewall

Multi Security
Firewall

Management IP :
192.168.20.1

Management IP :
192.168.10.1

LAN
NAT Mode

Agrressive mode
My ID : @abl23
Peer ID : 11.11.11.11

Agrressive mode
My ID : 11111111
Peer ID © @ab123

Client User Client User
192.168.20.100 192.168.10.100

Figure 137 Completed Setup



Setting up an IPSec VPN Connection between Two NU8H2400G
Devices

(Using GRE/IPSec Packet Encapsulation Algorithm)

Scenario:

Company A WAN IP: 61.11.11.11 LAN IP: 192.168.10.X
Company B WAN IP: 211.22.22.22 LAN IP: 192.168.20.X

This example is based upon the use of two NUS-MI@&A08evices. In this scenario,
Company A’s internal usei92.168.10.100requires to create a VPN connection with
Company B’s internal uset92.168.20.100for file sharinglUsing GRE/IPSec packet
encapsulation algorithmfor the connection).

The LAN IP, 192.168.10.1, is the default gatewagofmpany A’'s NUS-MH2400G.
Proceed with the following steps:

Step 1. From within a browser, enter Company A’s LAN IP sek$, 192.168.10.1.
Go toPolicy Object> VPN > IPSec Autokeythen clickon theNew Entry
button. (Figure138)

[ i ] Name | WAN | ocatewaylP | IPSecAlgorithm |  Configure |

New Entry
Figure 138 IPSec Autokey Headings



_____________________________________________________ .
Step 2. Under theNecessary Itencategory, typ&/PN_A in theNamefield. (Figure
139)
[Necessary Item
|Nama ||‘JPN_&

Figure 139 IPSec Autokey - Name Setting

Step 3. From within theTo Remotecategory, seledemote Gateway --Fixed IP
or Domain Name In the field, enter the remote IP address to eohto
Company B. (Figure140)

To Remote

¥ Remote Gatewvay - 211222222

M. 99 charact
Fixed IP ar Damain Mame (Max characters)

I Remate Gatesway or Client -- Dynamic [P
Figure 140 IPSec Autokey - To Remote Settings

Step 4. From theAuthentication Method drop-down list, seled®reshare Enter the
Preshared Key(a maximum of 103 characters)rigure141)
Authertication Method [Prestare =]

Preshared Key 123436758 Mz, 103 characters)
Figure 141 IPSec Autokey - Authentication Method S&ing




Step 5. From within theEncapsulation category]SAKMP algorithms (please

refer to the Common VPN Terms section for an exgtian) can be set. For
the encryption algorithms, you are given choicesitBDES, DES and AES.
In this example, we have chosgDES from theENC Algorithm drop-

down list.For theauthentication algorithms, you are given choicemifr
MD5 and SHAL. Here, we have cho3db5 from theAuth Algorithm
drop-downlist. From theGroup drop-down listGROUP1. Please note that
both VPN sites have to choose the same graugure142)

Encapsulation
ISAKMP Algorithm
ENC Algorithm [JDES =]
AUTH Algorithm |MD5 =]
Group [GROUP1 +|

Figure 142 IPSec Encapsulation Setting

Step 6. From thelPSec Algorithm categoryyou can choose eith&@ata

Encryption + Authentication or Authentication Only.

Select thédata Encryption + Authentication option. For the encryption
algorithms, you are given choices from 3DES, DEESAL28, AES-192,
AES-256 and NULL. In this example, we have cha3BES from theENC
Algorithm drop-down listFor the authentication algorithmgD5 and
SHAI1 are availableChooseMD5 from the drop-down list. Figure 143)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm [3DES =]
AUTH Algorithm |MD5 -]
 Authentication Only

Figure 143 IPSec Algorithm Setting



Step 7. Under theOptional Item category, folPerfect Forward Secrecyselect
GROUP1 from the drop-down list. For tHSAKMP Lifetime field, enter
3600. For theéPSec Lifetimefield, enter28800 Select theviain mode
radio button from thé&lode section. (Figure 144)

Optional ltem

Perfect Forward Secrecy

[GROUF1 7]

ISAKMP Lifetime

{3600 Seconds

IPSec Lifetime

[28800 Seconds

Mode

& Main mode © Aggressive mode

Figure 144 IPSec Autokey - Perfect Forward Secrec§etting

Step 8. Enter 192.168.50.100 in ti&RE Local IP field. Enter 192.168.50.200 in
the GRE Remote IP. (Figure145)

GREAPSec
GRE Local IP |1 92.165.50.100
GRE Remate IP |1 92.1668.50 200

Step 9. IPSec Autokey settings completedkigure 146)

Figure 145 GRE/IPSec Settings

i Mame

Gateway [P IPSec Algorithm Configure

WPN_A,

211222222 3DES rwDs Modify | Remove

Mew Entry

Figure 146 Company A IPSec Autokey — Settings Comgtied




Step 10. Go toPolicy Object > VPN > Trunk. Click on theNew Entry button
and then proceed with the folltg: (Figure 147)

* IntheNamefield, enter a unique name for the trunk.

» For theFrom Sourcesetting,selectLAN.

= In theSource Subnet/ MasKield, enter 192.168.10.0 /
255.255.255.0.

= From theTo Destinationcategory, selecfo Destination Subnet /
Maskand enter 192.168.20.0 /255.255.255.0.

= AddVPN_0landVPN_02in theTunnel field.

= Check theShow remote Network Neighborhoodcheckbox.

= Click OK. (Figure148)

Mewy Entry Trunk

Name fPSec_VPN_Trunk

From Source  pany T Dz

From Source Subriet / Mask 192168 10,0 1{255.255.2550

To Destination

| T — ‘ [192.188.200 1fss 255 2550

" Remota Cliert
Tunre
o - AvaBabE Tunnel —-» & o SalaCtEd TURNA] -»
[ Remove

Add -

Keep allve 1P ‘ |

V¥ Show remots Network Neighborhoead

oK Concel
Figure 147 New Entry Trunk Settings
| Mame Source Subnet Destination Subnst Tienrel Coanfigure
2, FSec_VPN_Tr 192.168.10.0 192.168.200 WRNDT, . Moty | Rempvs | Pauss

New Entry
Figure 148 New Entry Trunk Settings Completed



Step 11. Go toPolicy > Outgoingthen click on thé&New Entry button and

configure as belowrFigure 149)
Authentication User: Select All_NET.
Schedule:Select Schedule_1.

Qo0S: Select QoS _1.
Trunk: Select IPSec_VPN_Trunk.
Click OK. (Figure150)

Commernt |

Add Mew Paoljicy

Source Address |Insid53_;£\.n\,-' ;I
Destination Address | outsice_any =]
Service |;£‘~N‘rr j
Schisdule {Schedule_1 -]
Luthentication User |41 NET =]

Trunk [ Psec_vPN_Trunk x|

Action Wi Port

¥ PERMIT ALL [ DENY ALL
M marn T wanz T owmng T owiang

Traffic Lag [ Enable
Statistica ™ Enable
Contert Blocking T owre [ osergt T oPer T om [ Dowrlead [ Upload
fatetct [@os_ 1 =]

AR, Concurrent Se

|':' [0: means unlimited |

ssions

Guots Per Session

|D KBytes

Guota Per Day

|EI MBytes

(8.1 Canee|
Figure 149 VPN Trunk Outgoing Policy Settings
Source Destination | Service | Action Option Configure Move
Inside_Any | Outside Any | ANY Wi || | [2]|OR] meay| Remove| [ To [T=]
New Entry

Figure 150 VPN Trunk Outgoing Policy Settings Comfeted




Step 12. Go toPolicy > Incoming, click on theNew Entry buttonandenter the

following settingstFigure151)

» Schedule:selectSchedule 1
QoS:selectQoS 1

Trunk: selectPSec_VPN_Trunk
Click OK. (Figure152)

Comment : hMax, 64 characters)
Add Hew Policy
Source &ddress IOutside_.ﬂ-.n'f j
Destination Address IInside_Any :I
Service |ANY LI
Schedule |scheduie_1 =]
WP Trumk {IPSec_wen_Trunk = |
Action, VWaAN Port ¥ pErmiT T DENY
Traffic Log ™ Enable
Statistics ™ Enable
2as j@os_1 =]
Max, Concurrent Sessions lU_ [ Range: 1 - 93393 0 means uniimitedd )
Gucta Per Session IU_ kBytes [ Range: 0 -999999 9
Guota Per Day !_El MEvtes [ Rangs; 0- 999999 )
HAT ™ Enable
DK Cancel
Figure 151 VPN Trunk Incoming Policy Settings . o
Source Destination Service | Action Option Configure Move
Qutside Any Inside_Any{Routing) ANY m | | |®| c‘; Modify | Rerno\re| To IE
New Entry

Figure 152 VPN Trunk Incoming Policy Settings Compéted




The LAN IP, 192.168.20.1, is the default gatewagofmpany B’s NUS-MH2400G.
Proceed with the following steps:

Step 1. From within a browser, enter Company B’s LAN IP ef$, 192.168.20.1.
Go toPolicy Object> VPN > IPSec Autokeythen clickon theNew Entry
button. (Figure153)

[ i ] Name | WAN | ocatewaylP | IPSecAlgorithm |  Configure |

New Entry
Figure 153 IPSec Autokey Headings

Step 2. Under theNecessary Itemcategory, ente¢PN_B in theNamefield.
(Figure154)

Mecessary [tem

Mame ‘ PMN_B (hax. 12 characters)
Figure 154 IPSec Autokey - Name Setting

Step 3. From within theTo Remotecategory, seledemote Gateway --Fixed IP
or Domain Name In the field, enter the remote IP address to eohto
Company A. (Figure155)

To Remcte

¥ Remcta Gateway --
E1.11.11.11 iz, 99 charact
Fixed IP or Darmain Mame | (Max characters)

i Remcte Gaterweay or Client -- Dynarmic IP
Figure 155 IPSec Autokey - To Remote Settings

Step 4. From theAuthentication Method drop-down list, seled®reshare Enter the

Preshared Key(a maximum of 103 charactersigure 156)
Authentication Method [Preshare =]

Preshared Hey 123456759 (M. 103 characters)
Figure 156 IPSec Autokey - Authentication Method SEing




Step 5. From within theEncapsulation category]SAKMP algorithms (please
refer to the Common VPN Terms section for an exgtian) can be set. For
the encryption algorithms, you are given choicesitBDES, DES and AES.
In this example, we have chosgDES from theENC Algorithm drop-
down list.For theauthentication algorithms, you are given choicemifr
MD5 and SHAL. Here, we have cho3db5 from theAuth Algorithm
drop-downlist. From theGroup drop-down listGROUP1. Please note that
both VPN sites have to choose the same graeure 157)

Encapsulation
ISAKMP Algorithm
ENC Algorithm [JDES =]
AUTH Algorithm |MD5 =]
Group [GROUP1 +|

Figure 157 IPSec Encapsulation Setting

Step 6. From thelPSec Algorithm categoryyou can choose eith&ata
Encryption + Authentication or Authentication Only. Select théata
Encryption + Authentication option. For the encrypticalgorithms, you
are given choices from 3DES, DES, AES-128, AES-PES-256 and
NULL. In this example, we have chosBDESfrom theENC Algorithm
drop-down list.For the authentication algorithméD5 andSHA1 are
available.ChooseMD5 from the drop-down list. Figure 158

IPSec Algorithm

& Data Encryption + Authentication

ENC Algorithm [DES  +|
AUTH Algorithm [MD: ~]

 Authentication Only

Figure 158 IPSec Algorithm Setting



Step 7. From thePerfect Forward Secrecydrop-down listselectGROUPL. In the
ISAKMP Lifetime field, enter 3600 seconds. For tRSec Lifetime, enter
28800 seconds. In thdode option,selectMain mode. (Figure159)

Optional ltem

Perfect Forward Secrecy

[GROUF1 7]

ISAKMP Lifetime

{3600 Seconds

IPSec Lifetime

[28800 Seconds

Mode

& Main mode © Aggressive mode

Figure 159 IPSec Perfect Forward Secrecy Settings

Step 8. Under theGRE/IPSeccategory and inside tHeRE Local IP field, enter
192.168.50.200. For tteRE Remote IPfield, enter 192.168.50.100.

(Figure 160)
GREAPSEC
GRE Local P |1 52 168.50 200
GRE Remote [P |1 52.168.50.100]

Step 9. IPSec Autokey settings completedzigure 161)

Figure 160 GRE/IPSec Settings

i Mame

Gateway [P IPSec Algorithm Configure

YPN_B

61.11.11.11 3DES i MDS Modify | Remove

MWew Entry

Figure 161 Company B IPSec Autokey Settings Compled




Step 10. Go

toVPN > Trunk . Click on theNew Entry button and enter the

following settingSFigure 162)

Name: Enter a specific Trunk name.

From Source: SelectLAN.

From Source Subnet / MaskEnter 192.168.20.0 / 255.255.255.0.
To Destination: SelectTo Destination Subnet / Maskand enter
192.168.10.0 / 255.255.255.0.

Add VPN_0l1andVPN_02in the Tunnel field.

CheckShow remote Network Neighborhood

Click OK. (Figure163)

Newy Entry Trunk
Hame [PSeEc_VPIN_Trunk
From Source * Lan T DMZ
From Source Subnet | Mask [faz 1865200 1fz55 255 2550
Ll it
@ To Dsstination Siisriat § Masd ‘ [fa2.188 100 /55255 2550
' Remote Cliert
T_Li'm!
« - Ayadable Tunnel —s = . Salected Tunnel -—=
[ Add %]
Keep allve P . ‘ |
¥ Show remols Networlk Neighborhood

aK Cancal
Figure 162 New Entry Trunk Settings
| Mame Source Subnet Destinatlon Subnet Tuhrel Configura
2 PSsc_VPN_Tr 182.168.20.0 182168.100 WP, .  Modi%y | Remove | Pause

Nru_n Ern:)
Figure 163 New Entry Trunk Settings Completed



Step 11. Go toPolicy > Outgoingthen click on thélew Entry button and
configure as belowrigure 164
= Authentication User: SelectAll_NET .
» Schedule:SelectSchedule_1
= Qo0S:SelectQoS 1
= Trunk: Select IPSec_VPN_Trunk.
= Click OK. (Figure165)

Cotniment ; I

Add Mew Policy

Source Address

|Inside_.='—‘-.n5.-' j

Destination &ddress

| outside_sny x}

Service

fanry =l

Schedule

{Scheduie 1 =]

Athentication Uzer

fan_neT x|

Trunk

{IPSEc_wPN_Trunk =]

Action, WAN Port

¥ permi alL [ DENY ALL
Mowar T owane T owang T wwang

Traffic Log I Enskle
Statistics ™ Enable
Cortert Blocking T uwrL M oseipp T rep T M [ Downlosd T Upload
Gos jaos_1 »]

MAR. Concurrent Sessions

IU (0 mesns unlimited

Zuota Per Session

ID KBytes

Quota Per. Day

ID MBytes

DK Canca|
Figure 164 VPN Trunk Outgoing Policy Settings
Source Destination | Service | Action Cption Configure Move
Inside_Any Qutside_Any ANY m | | |j—'|®|g Modify | Reml:we| To |1 'I

New Entry

Figure 165 VPN Trunk Outgoing Policy Settings Compted




Step 12. Go toPolicy > Incoming, click on theNew Entry buttonandenter the

following settingstFigure 166.)

Schedule:selectSchedule_1
QoS:selectQoS_1.

Trunk: selectiPSec_VPN_Trunk.
Click OK. (Figure167)

Comment : | (Max 64 charactars)
Add Mew Pollcy

Source Address |Opﬂside_&.n‘f LI

Destination Address Ilnside_.ﬂ-.ny j

Service |.&N‘r‘ ;l

Scheduils | Schedule 1 |

VN Trurk | IPsec_vPH_Trunk x|

Action, Wan Port

W permim T DENY

Tratfic Log ™ Enabile
Statistics ™ Enable
QoS foos_1 =]

MAK. Concurrent Sessions

IU [ Range: 1 - 983393, 0: means-unimited )

Guota Per Session

IU KBytes ( Range: 0-999999 )

Figure 167 VPN Trunk Incoming Policy Settings Compéted

Quots Per Day IU MBytes [ Range: 0-339333
MAT I Enabls
K Cancel
Figure 166 VPN Trunk Incoming Policy Settings
Source Destination Service | Action Option Configure Move
Outside Any | Inside Any(Routing) | any | VB | | |@| 22| Modity | Remove| | To I -]
New Entry




ADSL/Cable Router
Downstream Bandwidth - 1500 Kbps
Upstream Bandwidth * 512 Kbps
WANIP © 61.11.11.11

ADSL/Cable Router ’
Downstream Bandwidth : 512 Kbps 4
Upstream Bandwidth : 512 Kbps %

WANIP : 211.22.22.22

L]
L]
L]
L]
______ L]
()
Multi Security : Multi Security
Firewall : Firewall
Management IP : Management IP :
192.168.20.1 192.168.10.1
LAN LAN
NAT Mode NAT Mode
GRE/IPSec GRE/IPSce
GRE Laocal IP © 192.168.50.200 GRE Local IP © 192.168.50.100
GRE Remote [P © 192.168.50.100 GRE Remote [P - 192.168.50.200
Client User
192.168.20.100 192.168.10.100

Figure 168 Completed Setup



Setting up a PPTP VPN Connection between Two NUS-M200G
Devices

Scenario:

Company A WAN 11P: 61.11.11.11
WAN 2 |P: 61.22.22.22
LAN IP: 192.168.10.X
Company B- WAN 1 |P: 211.22.22.22
WAN 2 |P: 211.33.33.33
LAN IP: 192.168.20.X

To build the IPSec VPN between Company A WANL1 (Seer) and Company B
WANL1 (Client).
To build the IPSec VPN between Company A WAN2 (Seer) and Company B
WANZ2 (Client).

This example is based upon two NUS-MH2400G devilcethis scenario, Company B’s
internal user192.168.20.100requires a VPN connection with Company A’s ingrn
user,192.168.10.100so that he/she can download a file.



The LAN IP, 192.168.10.1, is the default gatewagofmpany A’'s NUS-MH2400G.
Proceed with the following steps:

Step 1. Using Company A’s NUS-MH2400G, go Rolicy Object> VPN >PPTP
Server. Click on theModify button and configure the following:

SelectEnable PPTP.

CheckEncryption.

Client IP Range: enter 192.44.75.1-254.

Auto-Disconnect if idle: enter 0. (Figure 169)

Modify Server Desion

" Disable PPTP

& Enable PPTP

¥ Encryption

Cliertt IP Range f192.44 751 . |54

¥ aliow remate client to connect ta Internst,

Mwart Mawenz Miwans  Mivang

Auto-Disconnect if idle U minutes ( Range: 0 - 399999 0 means abways connected )

Echo-Reguest  Retry I3 times  Timeout |15 Second ([ Retry Rarge: 0 - 9, 0 means disable; Timeout Range: 1 -
30)

[T Enable RADILS Server Authertication

{ 1P ar Domain MNamea I

RADILS Server Port |‘-E=| 2 ( Renge 1 - 65535 )

Shared Secret | (Max, 40 characters]

QK Cancel
Figure 169 Enable PPTP VPN Server Settings

W
Vv Idle Time: This nominates the time (in minutes) that the VPN connection will remain

active after no activity has taken place.

W
Ay RADIUS Server Authentication can be done under Authentication > RADIUS. In this
case, the IT administrator should add a [username] as [*] and a [password] as [ @radius])
for the client user to authenticate and connect to the PPTP VPN server.



Step 2. Using Company A’s NUS-MH2400G, go Rolicy Object> VPN >PPTP
Server. Click on theNew Entry button and configure the following:
= Click New Entry.

User Name EnterPPTP_01 (Figure170)

Password Enter 123456789.

From theClient IP assigned bycategory, seledP Range

Click OK.

Click New Entry. (Figure 171)

User Name EnterPPTP_02 (Figure 172)

Password Enter 987654321.

From theClient IP assigned bycategory, seledP Range

Click OK. (Figure173)

Add Mew FFTF Server

User Name {PPTP_D1 [Max. 16 characters)

Password : |‘******** {Mex. 19 characters)

Cliert IP as=igned by

& p Range

" Ficed P ||

r Manual Dizconnect

oK Cancel
Figure 170 PPTP VPN Server Settings
PPTP Sarver [ Erable, Encryption OM )
Chent IP Range 192 44 75.1-254  Moddy |
User Name ChentiP | Uplime Configlre
PRTP_O1 0000 | Modly.,| Remove |

Hew Entry

Figure 171 PPTP VPN Server Settings Completed



-G Eanpies
e °
Add New PPTE Server
Liser Name fpPTP_02 (Max. 16 characters)
Fmﬂ'd Pnnnn Ew 19 cl’madars]
Cliert IP azsigned by
& P Range
" Fixed P
I™ Manual Disconnect
K Cancel
Figure 172 PPTP VPN Server Settings
PPTP Sarver [ Enalbie, Encryption On )
Chert [P Range - 192.44.75.1-254 | Modily, |
=t ———— T T o Confgure
= PRTP_O1 0000 = sModdy, | Remove |
- FRTP_02 0000 - L Modity | Remove |

New Entry

Figure 173 PPTP VPN Settings Completed




Step 3. Go toPolicy Object> VPN > Trunk. Click on theNew Entry button and

enter the following settingsirigure 174

= Name Enter a unique name for the Trunk.

= From Local: SelectLAN.

= From Source Subnet / MaskEnter 192.168.10.0 / 255.255.255.0.

= To Destination: Select To Destination Subnet/ Mask and enter
192.168.20.0/ 255.255.255.0.

= AddPPTP_Server PPTP_O&AndPPTP_Server PPTP_0Mn the
Tunnel field.

= CheckShow remote Network Neighborhood

= Click OK. (Figure175)

Kew Entry Tridnk

hams [PPTR_\PN_Trurik

From Source Fran C oMz

From Source Subriet / Mask [iaz 188100 tfess 255 2550

Tio Destination
E TaDeetn S v EEr— =
™ Remota Cliert

Tunnel

TP _Sarver_PPTF_01 FTR_Server PPTP_O1

TP Sarver PPTP (2 #4 Remove PPTP_Servar PPTP 02

Add

Hesp alve ||

¥ Show remote Network Neighborhood

OK Cancel
Figure 174 New Entry Trunk Setting
| Name Bolirea Subnet Deslinallon Subriet Turiral Configure
&. Fac VPN Tr 192.168.10.0 192.168.200 PPTP_Sar JMogty | Remove | Pause

Mew Erntiy
Figure 175 VPN Trunk Settings Completed



Step 4. Go toPolicy > Outgoingand click on theNew Entry buttonand enter the

following settings: (Figure176)

= Authentication User: SelectAll_NET .
= Schedule:SelectSchedule_1

= Qo0S:SelectQoS_1

» Trunk: SelectPPTP_VPN_Trunk.

= Click OK. (Figure177)

Comment | |

Add Mew Palicy

Source Address

IInsiu:_ﬂe_.%n‘f ;l

Destination Address

| Outside_any |

Service IANY j
Scheduls |scheduie 1 =]
Authertication Uz fanner |

Trunk |PRTP_PN_Trurk |

Action, WM Port

WV PERMT ALL T DENY ALL
Mo T owanz T owanz T owiang

Traftic Log I Enabile
Statistics [ Enakls
Cortert Blocking T urL T oseript [ opze T ome T Download T Upload
2oS fRos1 =]

MAX, Concurrent Sessions
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Guota Per Session

IU KBytes
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0K Cancel
Figure 176 VPN Trunk Outgoing Policy Settings
Source Destination | Service | Action Option Configure Move
Inside_Any | Outside Any ANY VR | | |_,;J ®|5." Modify | Remove| | To [1 =]
New Entry

Figure 177 VPN Trunk Outgoing Policy Settings Comfeted




Step 5. Go toPolicy > Incoming. Click on theNew Entry buttonandenter the

following settings: (Figure178)

= Schedule:SelectSchedule_1

= Qo0S:SelectQoS_1

= Trunk: SelectPPTP_VPN_Trunk.

= Click OK. (Figure179)

Comment | I

(Max, B4 characters]

Add hew Policy
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| outsice_any 7|

Destination Address IInsil:_ﬁe_Anyﬂ
Service | ey -]
Stheduls | Schecule_1 =]
“PH Trunk |PPTP_vPN_Trunk |

Action, \VWAN Port

¥ permiT T DENY

Tratfic Log ™ Enaple
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QoS jaos1 =]

AR, Concurrent Sessions
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Figure 179 VPN Trunk Incoming Policy Settings Compéted

Guota Fer Day |D WBytes ( Rarge: O - 999339
AT ™ Erable
OK Cancel
Figure 178 VPN Trunk Incoming Policy Settings
Source Destination Service | Action Option Configure Move
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New Entry




The LAN IP, 192.168.20.1, is the default gatewagofmpany B’s NUS-MH2400G.
Proceed with the following steps:

Step 1. Using company B’s NUS-MH2400G. Go Rwlicy Object> VPN > PPTP
Client. Click on theNew Entry button and enter the following settings:
= User Name Enter PPTP_0Xrigure 180)

Password Enter123456789.

Server IP or Domain Name Enter Company A's WAN IP address.

CheckEncryption.

WAN interface: SelectWAN 1

Click OK.

Click New Entry. (Figure 181)

User Name Enter PPTP_02Figure182)

Password Enter 987654321.

Server IP or Domain Name Enter Company B’s WAN 2 IP address.

CheckEncryption.

WAN interface: SelectWAN 2.

Click OK. (Figure183)

Add New PFTE Client

Lser Mame IF'F'TF‘_U1 (Max. 16 characters)

Password |“"*"*"*" iMax. 19 characters)

Server IP or Domain Mame IE-1 11111 (Max. 39 characters) v Encryption
VAN Interface | Ewant Cwanz Cwang © wang

™ nat (Connect to Windows PPTP Server)

™ Manusl Connect

oK Cancel
Figure 180 PPTP VPN Client Settings
PPTF Chert :
i User Mame Servar IP or Domain Mame Encryplion | Uplime Confluure
PPTP_O1 -5 W e 3 e B B o] - Modify | Remove |

MNew Enitry
Figure 181 PPTP VPN Client Settings Completed



Add New PPTF Client

Uzer Mame

jpPTP_02

{Max. 16 characters)

Password |

Immm

[(Max, 13 characters)

Server [P or Domain Mame

E*r.zz.z::.z:e {Max. 39 charscters) ™ Encryption

WWAN interface

Cowant ®wanz Cwana ©van g

™ nAT [(Conrect to Windows PPTP Server)

™ manual Cannect

oK Cancel
Figure 182 PPTP VPN Client Settings
PPTE Client :
I | UsarName Server IP or Domain Name Encryption | Lptime Configure
= FETP_OH 1114111 ol Modify Remaove |
- | perP_02 £1.2222.22 ON == wModify | Remove |

Figure 183 PPTP VPN Client Settings Completed

piow EO8.




@In order to enable all local users connected to the device to access all the Windows-based
resources, the checkbox NAT (Connect to Windows PPTP Server) must be checked before

creating a VPN session between the PPTP Client (NUS-MH2400G) and the PPTP Server
(Windows).



Step 2. Go toVPN > Trunk . Click on theNew Entry button and enter the

following settings: (Figure184)

= Name: Enter a specific Trunk name.

= From Source: SelectLAN.

= From Source Subnet / MaskEnter 192.168.20.0 / 255.255.255.0.

= To Remote:SelectTo Remote Subnet / Maskand enter 192.168.10.0 /
255.255.255.0.

= AddPPTP_Client PPTP_01(61.11.11.18nd
PPTP_Client PPTP_02(61.22.22.22) the Tunnel field.

= CheckShow remote Network Neighborhood

= Click OK. (Figure185)

New Enlry Truik
Name PP AN Tk | (Max 18 characters)
From Source & Lan T oMz
From Source Subnst f Mask 152,165 200 f|285 2552850
Ta Destination
@ To Destination Subnet s Mask | fre2188 100 1[5 255 2550
™ Remate Clent
Tunnis

= — Avatable Tunnel ---=
FPTR Chert_PRTP 04 (61 41 11 41

= - Selected Tunnel —->
EPTP _Chent PPTP _0M(61 11 11,112

FPTP Chert PPTP D2(B1 22 232.22)

PPTP Clert PPTR 026122 22.22)

¥ Remove

Keep alive IP |1

V¥ Shaw remote Metwark Neighborhood

=3 Cance|
Figure 184 New Entry Trunk Settings
I hame Bouce Sebnet Deslnalon Subrsl | Tunnul COnfpung
B | PPTRVPN T 192.£65.20.0 1E2168.00.0 | PPTP CE_ JMogdy | Romove | Pause |

Mo Enty
Figure 185 New Entry Trunk Setting Completed



Step 3. Go toPolicy > Outgoing. Click on theNew Entry buttonandenter the
following settings: (Figure186)
= Authentication User: SelectAll_NET .
= Schedule:SelectSchedule_1

= QoS:

SelectQoS_1.

= Trunk: SelectPPTP_VPN_Trunk.
= Click OK. (Figure187)

Comment | I

Add Maw Policy

Source Address

Ilnside_.ﬂ\ny j

Destination Address f outside_any = |
Service IANY ﬂ
Schedule IS::_heduIe_‘l ﬂ
Authertication Ussr {ai_rET =]

Trunk |PPTR_wPN_Trunk =]

Action, WWAN Port

¥ permiT Ll T DEMY 2LL
I owan T iapz T owvans T wiand

Traffic Log I Eneble
Statistics I Enable
Cortenit Blocking MRt I oscript T opee M T Download [ Uplosd
Q05 foos 1 =]

A, Concurrent Sessions

|U (0 means unlimited )

Guota Per Session

|D KBytes

Figure 187 VPN Trunk Outgoing Policy Setting Compléed

Guota Per Day |D tBytes
QK Cancel
Figure 186 VPN Trunk Outgoing Policy Settings
Bolrce [ Crestinvation Serite | Action Cption Candigure ke
nsisary | owseany | av | W (O] 2] ] [ Medly | Remwve | Pase o1 =]
ew Enlny




Step 4. Go toPolicy > Incoming. Click onthe New Entry buttonandenter the

following settings: (Figure188)
Schedule:SelectSchedule_1
QoS: SelectQoS_1

Click OK. (Figure189)

Trunk: SelectPPTP_VPN_Trunk.

Comiment | l (Max. B4 characters)
Add Mew Pollcy
Source Address IOutside_Any :I
Destinstion &ddress |I|'|side_;ﬂ~n\)r ll
Service IANY ll
Scheduls |schedue_1 =]
WP Trunk {PPTR P _Trunk = |
Action, VAN Port W permiT [ DERY
Traffic Log =
Statistics I Enahle
QoS fQos_1 =]
MAK: Concurrent Sessions IU [ Range: 1 - 99999, 0: means unlimited |
Guata Per Session ID_ KWBytes [ Range; 0 -9993499 7
Quota Per Day IU MBytes @ Range: 0 - 999399 )
MAT ™ Enable
Ok Cancal
Figure 188VPN Trunk Incoming Policy Settings
Bource Deslination Serice | Action Qplian Canfigure: fiave
Outske_Any skl Any{RuLtn) any | ¥R OO | | | L] _Modty | Remee | Pouss | e
hew Eniry

Figure 189VPN Trunk Incoming Policy Setting Compleéd




Step 5. The completed PPTP VPN connection seteyure 190)

PPTP VPN

ADSL/Cable Router
Downstream Bandwidth - 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router ’
Downstream Bandwidth : 512 Kbps f
Upstream Bandwidth @ 512 Kbps %
WANIP : 211.22.22.22

(]
Multi-Homing '
Gateway

Multi-Homing
Gateway

Management IP :
192.168.20.1

Management 1P :
192.168.10.1
LAN

NAT Mode

Client User Clicnt User
192.168.20.100 192.168.10.100

Figure 190 PPTP VPN Connection Deployment



Setting up a PPTP VPN Connection Using a Single NU8H2400G and
a Windows 2000 PC

Scenario:

Company A:
» Using a NUS-MH2400G
= WANIP:61.11.11.11
= LAN IP: 192.168.10.X

Company B
= Using a Windows 2000 PC
= WAN IP:211.22.22.22

In this example, the VPN IPSec connection settargsor a single NUS-MH2400G and
a Windows 2000 PC. Supposing a user from compayi B22.22.22wishes to
establish a VPN connection with companylA2.168.10.100for accessing files.



The LAN IP, 192.168.10.1, is the default gatewagompany A's NUS-MH2400G.
Proceed with the following steps:

Step 1. Using Company A’s NUS-MH2400G, go Rolicy Object> VPN >PPTP
Server. Click on theModify button and configure the following:
= SelectEnable PPTP.
= CheckEncryption.
= Client IP Range:enter 192.44.75.1-254.
= Check theAllow PPTP Client to connect to the Internetcheckbox.
= Auto-Disconnect if idle: enter 0. (Figure191)

Madify Sarver Desigh

" Disable PPTP

% Enable PPTP

~ Envcryption

Client P Rangs ; | f1e2.44.751 - [254

¥ 2Bow remcte cliert to connect to Internet.

M owanr  Minanz Fowans  Wowand

Auto-Disconnect if idle |0 minutes (Range: 0 - 2090099 0 means always connected )

Echo-Reguest  Retry |3 timez . Timeout |'1 s Second ( Retry Range: 0 - 9, 0 means dizable; Timeoul Ranoe: 1 -
30

[ Ensble RADIUS Server Sudhentication

[ P or Domain Mame ) |

RALHLIS Server Port 1512 { Range: 1 - 655351

Shared Secret l (M. 40 characters)

QK Canecs|
Figure 191 Enable PPTP VPN Server Settings

¥

(&
ht RADIUS Server Authentication can be done under Authentication > RADIUS. In this
case, the IT administrator should add a [username] as [*] and a [password]) as [ @radius])
for the client user to authenticate and connect to the PPTP VPN server.

74
Vv Idle Time: This nominates the time (in minutes) that the VPN connection will remain
active after no activity has taken place.



Step 2. Using Company A’'s NUS-MH2400G, go Rolicy Object> VPN > PPTP

Server. Click on theNew Entry button and configure the followingcFigure
192)

= User Name Enter PPTP_Connection.

= Password Enter 123456789.

= From theClient IP assigned bycategory seledP Range
= Click OK. (Figure193)

Add Hew PPTP Serer

U=er Mame : IF‘PTF'_CDnneu:TiDn (M. 16 characters)

Passwoard I********* (M. 19 characters)

Client IP assigned by

= |p Range

" Fixed P

™ Manual Disconnection

Figure 192 PPTP VPN Server Settings

FPRTP Server [ Enable, Encryption: Ok J
Cliert IP Range : 192.44.75 1-254  Madify |

Liger Mame Cliegnt IP Uiptire Canfigura
- PRTP_Connection 0.0.0.0 man Madify =~ Remove

Mew Entry
Figure 193 PPTP VPN Server Settings Completed



Step 3. Go toPolicy Object> VPN > Trunk. Click on theNew Entry button and

enter the following settingsiFigure 194)

Name Enter a unique name for the Trunk.
From Source :Select LAN.
From Source Subnet / MaskEnter 192.168.10.0 / 255.255.255.0.
To Destination : SelectRemote Client
Add PPTP_Server_PPTP_Connectiom the Tunnel field.
CheckShow remote Network Neighborhood

Click OK. (Figure195)

Mew Entrey Trunk

Maimes

EF’TP_,\-"PN_THFII‘ (Max. 16 characiers)

From Sowrce

& Lan oMz

From Sowrce Subret £ Mask

[152 166.100

flss2s52550

To Destination

™ To Destination Subrist { Mask

I

!

¥ Remote Ciert

Turned

€ - Ayailalle Turngl .

o wee SalECtE TURNE] .

Keep afive [P :

V¥ Shaw remote Netwark Meighioorhood

Figure 195 VPN Trunk Settings Completed

= Cancel
Figure 194 New Entry Trunk Setting
| [Mame Bouree Subnet Destination Subnet Tunnel Configure
2, PETP_WPN_Tru, +82168.100 Remote Ciert PRTP_Ser LMoty | Remove | Fause
Mew Eniry



Step 4. Go toPolicy > Outgoingand click on théNew Entry buttonand enter the

following settings: (Figure 196

= Authentication User: SelectAll_ NET .
= Schedule:SelectSchedule_1

= QoS:SelectQoS 1

= Trunk: SelectPPTP_VPN_Trunk.

= Click OK. (Figure197)

Comrment

Add New Policy

Source Address |h'|.51de_.ﬂ-.nvj
Destination Address | Outside_any =]
Service | any =]
Schedule [Schedule_1 =]
Authentication Liser [AI_NET =]

Trurk [PPTR_vPN_Trurk =}

Action, WaN Port

W permim sl T DEMY ALL
T owian T owianz T owiang T owand

Traffic Log ™ Enable
Statistics ™ Enable
Content Blocking T oure T oscrig T p2e T m T Downose [ Upload
QoS [Gos_1 =]

MAYX  Concurrent Sessions

Ia (T means unlimited ]

Guots Per Session

iD KBytes

Guota Per Day IE MEvtes
DK Cance|
Figure 196 VPN Trunk Outgoing Policy Settings
Bource: Cierstination Bervite | Action Cption Configure hEie
Irsicea,_Amy Dutsive Ay AN iz Cf-‘i.f"| | | 122 T P ST Tol1 =]
Mew Entry

Figure 197 VPN Trunk Outgoing Policy Settings Compted




Step 5. Go toPolicy > Incoming. Click on theNew Entry buttonandenter the

following settings: (Figure198)
Schedule:SelectSchedule 1
QoS: SelectQoS 1

Trunk: SelectPPTP_VPN_Trunk.
Click OK. (Figure199)

Comment I (Max, 64 characters)
addl Mew Palicy
Source Address IOutside_.&ny :I
Destination Address IInside_.ﬂ-.n'f j
Service |AN‘r‘ j
Schedule ISchedule_1 L‘
VPN Trunk [PPTP_PN_Trunk |
Action, WA Port ¥ PERMIT [ DEMY
Traffic Log ™ Enghle
Statistics ™ Enable
Gias [Gos_1 =]
WAz, Concurrent Sessions IU_ [ Range: 1- 99933, 0 mesns-unlimited |
@uota Per Session b KButes { Range: 0. oo0am)
Qucts Per Day |D MBytes | Range: 0 - 999933 )
MaT I Enable
QK Cancel
Figure 198 VPN Trunk Incoming Policy Settings
Soure Dzstination Benice: | Acion | Dptign | Canfigure Iowe
Dutside Aoy | et AnyiRoutng) sy | W (O] | [ER] | medty | Remow | rawe | o] =
hw Eriry

Figure 199 VPN Trunk Incoming Policy Settings Compéted




A user from Company B is using the real IP addPbss22.22.22Proceed with the
following steps:

Step 1. Right-click onMy Network Places then click orProperties. (Figure200 )

i Open
& Explors
Search for Computsrs..,

Map Metwork Drive, .
Disconnect Network Drive...

Create Shorkout
{  Rename

Figure 200 Starting the Windows 2000 PPTP VPN Sétigs



o VPN Example 6

Step 2. In theNetwork and Dial-up Connectionswindow, double click oiMake
New Connection (Figure201 )
E4 Network and Dial-up Connections = =]

File: Edit View Favorites Tools Advanced Help |

= Back = = | @ search  TyFolders ¢4 | e Oz x @ | g~

Address |[E| Metwork and Dial-up Connections j
= = ==} L= 2,
'-| == | T e Tt
e Local Area Local Area  Virtual Private

Connection  Connection 2 Conneckion

Network and Dial-up
Connections

Make New Connection

The Metwark Connection wizard helps
wou create a new conneckion so that
vour computer can have access to
other computers and netbworks,

|1 object(s) selected i
Figure 201 Network and Dial-up Connections




Step 3. In theLocation Information window, set th&€€ountry / Region, Area code
and thephone systenmaccording to your location, then cli€&. (Figure

202 )

Location Information e

Before poy can make any phone or modem connections,
windows needs the following information about vour current
location.

WWhat country/region are poLsin now'?

ILIniteu:I Statesz of Amernica j

“What area code [or city code] are wouin now?
541

Itpou dial & number to acces: an outzide line, what iz it?
[l

The phone system at thiz location uzes

{* Tone dialing " Pulze dialing

(B] 4 l Cancel

Figure 202 The Local Information Settings




Step 4. In thePhone And Modem Optionswindow, clickOK. (Figure203)

Phone And Modem Options N ilil

Diling Rules | Modems | Advanced |

@» The list below dizplaps the locations wou have specified. Select the
- location from which pou are dialing.

Locations;
Location | &rea Code |
[0l My Location 02

e, Edit... [felete

e I Cancel Apply

Figure 203 Phone And Modem Options




Step 5. In theNetwork Connection Wizard window, clickNext. (Figure204 )

Metwork Connection Wizard

Welcome to the Network
Connection Wizard

I1zing thiz wizard you can create a connection to other
computers and networks, enabling applications such as
e-mail, Web browszing, file tharing, and printing.

To continue, click Mest,

Back I NE:TQ I Cancel
i

Figure 204 Network Connection Wizard




Step 6. In theNetwork Connection Typewindow, selecConnect to a private
network through the Network and then clickNext. (Figure205 )

Metwork Connection Wizard [

Metwork Connection Type
You can choose the type of network, connechion you want to create, bazed on

your nebwork. configuration and pour networking needs.

" Dial-up to private network
Connect uzing my phone line [modem ot [SDM].

" Dial-up to the Internet
Connect to the Internet uzing my phone line [modern:or [SDR].

{* Connect to a private network through the Internet
Create airtual Private Mebwork [YPM] connection or tunnel’ thraugh the [nternet.

" Accept incoming connections
Let ather computers contect ta mine by phane line, the lnternet. or direct cable.

" Connect directly to another computer
Connect uzing my senal, parallel, or infrared port.

¢ Back’ I NEﬁE> I Cancel
i

Figure 205 To Connect to a Private Network througtthe Internet




Step 7.In theVPN Server Selectiorwindow, enter the VPN IP address and click
Next. (Figure 206 )

Metwork Connection Wizard

Destination Address
YWhat iz the name or address of the destination?

Tupe the host narme or |P address of the computer o network to which pou are
connectng

Hozt name or [P addresz [zuch as microzoft com or 123,45 6.78]:
£1.11.11.11

¢ Back I et > I Cancel
Yy
Figure 206 Setup the Host Name or IP Address




Step 8. In theConnection Availability window, selecFor all usersand clickNext.
( Figure207 )

Metwork Connection Wizard

Connection Availability -
Yau may make the new connection available to all users, or just vourzelf.

“fou may make this connection available to-all users, or keep it anly for pour own use. &
connection stared in waur profile will not be available unless you are logged on.

Create thiz connection:

= Forall users

™ Only for myself

¢ Back I et > I Cancel
y
Figure 207 Setup the Connection Availability




Step 9. In theCompleting the New Connection Wizardwindow, enter a
Connection Nameand then clickinish. ¢Figure 208 )

Metwork Connection Wizard

Completing the Network
Connection Wizard

Type the name you want to uze far thiz connection:

|"-.-"irtua| Private Connection

To create thiz connection and zave it in the
Metwark, and Dial-up Connections folder, click
Finizh.

To edit thiz connection in the Metwork, and Dial-up
Connections folder, select it, click File, and then click
Froperties.

™ &dd a shaortcut o my desktop

¢ Back I Fin%h I Cancel |

Figure 208 New Connection Wizard Settings Complete



Step 10. IntheConnect Virtual Private Connectionwindow, set as below
( Figure 209 )
= User Name enter PPTP_Connection.
= Enter 123456789 in theasswordfield.
» Check theSave Passwor@heckbox.
= Click Connect
= Now theConnecting to Virtual Private Connectionwindow will be
displayed.(Figure210 )
* Finally, theConnection Completewindow will be displayed¢Figure
211)

Connect ¥irtual Private Connection

| dzer name: |F'F'T F_Connection

Bk I xxxxxxxxxxxxxxxx

v Save Pazzword

Eu:unpgu:t I Cancel | Properties Help
M

Figure 209 Connect Virtual Private Connection Windav




Connecting fo B1.11.11.11..,

Lo

Figure 210 Establishing the PPTP VPN Session

Connection Complete x|

"“Wirtual Private Connection' is now connected,

To check the status of this connection or disconnect, right-click its ican
in the MNetwork Connections folder, or click its icon on the taskbar (it
present).

I Do not display this message again

Figure 211 PPTP VPN Connections Complete



ADSL/Cable Router
Downstream Bandwidth - 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANT1IP : 61.11.11.11

ADSL/Cable Router v
Downstream Bandwidth : 512 Kbps 3
Upstream Bandwidth : 512 Kbps Q
PCIP : 211.22,22.22

Multi Security
Firewall

Management 1P :

= 192.168.10.1
LAN

Remote User
NAT Mode

Client User
192.168.10.100

Figure 212 The Completed PPTP VPN Deployment



